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Glossary
Term Description
AWS Amazon Web Services
CcT AWS Control Tower
Lz AWS Landing Zone
CLI Command Line Interface
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AWS Control Tower

Introduction

Control Tower is a service designed for creating and managing multi-account environments
called AWS Organizations. Control Tower allows customer to organize multiple accounts into a
logical entity Organization. Control Tower can create and manage multiple Organizations with
each Organization having multiple AWS accounts in it. Organizations help an enterprise to
standardize what they do in AWS. As easy to use and yet powerful tool, Control Tower helps an
enterprise IT department in creating, managing, and enhancing Organizations.

AWS Organizations

Let’s take a quick visual tour and see what Organizations are about.

Figure 1 below shows a simple Organization that Control Tower created. The Organization has
three folders and one management account.

AWS Organizations < (@ Check your email to finish verifying your management account
We sent a verification email to tony.shen.1@outlook.com. After you verify your email address, you can invite existing AWS
¥ AWS accounts. accounts into your organization.

roval New AWS accounts

The accounts listed belo
n th

@ Centralize root access for member accounts. Enable in 1AM X
You can delete root credentials for your member accounts and perform privileged actions from the
management or delegated account. Learn more about centralizing root access [2

Organization

Organ

Organizational structure Account created/joined date

v () 3 Root
» D core
» [ D custom
» [ D Governance
@ retmas Joined 2019/12/29

Control Tower (CT) created a hierarchy starting at Root. Under Root, it created Core, in which it
deployed two AWS accounts, one for Logging, and the one for Auditing.

Parallel to Core, it created Custom, in there, reside user created AWS accounts. You can let CT
create such an account for you. You can also import an existing AWS account. Those accounts
are typically used to serve your business needs such as Accounting, Finance, HR, Sales,
Inventory, Distribution, and/or Manufacturing.
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AWS Control Tower

Parallel to Core and Custom, CT created Governance, dedicated to AWS governance of
accounts.

Finally, CT designated an account as your management account. It was the account from which
you started CT and created the Organization of yours.

CT created this sample Organization automatically with minimum intervention from you.

Figure 2 Organization Basic Structure.
Q search

e AWS Organizations > AWS accounts [c]

AWS Organizations <

Organization

v AWS accounts 5 (0Us) enable you to group several accounts together and administer them as a single u

Invitations

name, email, account ID or OU ID.

Multi-party approval New
Organizational structure Account created /joined date
Services

Policies v I Root

Settings New -

Get started
v [ [ core
ou-hdy3-koru7rgt
Organization ID
0-0k9p95kBzs o

Created 2019/12/29
833803968598 | tony:shen.3@outlook.com

(] @ retlog

165811858591 | tony.shen.2@outlook com

Created 2019/12/29

¥ [J O Custom

ou-hdy3-pjbgod2l

(] @ retdev
Created 2020/01/02
415023484882 | jane.chen.1@outlook com

¥ (] O Governance

This re

(] @ retmas

Joined 2018/12/29
868019806240 | tonyshen.1@outlook.com

Now let’s see what else Organizations involve.

AWS Organizations helps you centrally manage and govern your environment as you grow and
scale your AWS resources. Using AWS Organizations, you can create accounts and allocate
resources, group accounts to organize your workflows, apply policies for governance, and
simplify billing by using a single payment method for all of your accounts. AWS Organizations is
integrated with other AWS services so you can define central configurations, security
mechanisms, audit requirements, and resource sharing across accounts in your organization.
AWS Organizations is available to all AWS customers at no additional charge.
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Figure 3 — About Organizations

=]

AWS Organizations <

P AWS accounts

e AWS Organizations
e Centrally manage your multi-
account environment as you scale

your AWS resources

ntral governance and management of your

Get started

Organization ID
0-0k9p95k8zs

ing

There is no cost to use AWS Organizations.

About

AWS Organizations helps you centrally manage and govern your environment as you Getting started [7

grow and scale your AWS resources. Using AWS Organizations, you can create accounts

and allocate resources, group accounts to organize your workflows, apply policies for Getting started with AWS Organizations
governance, and simplify billing by using a single payment method for all of your

accounts. AWS Organizations is integrated with other AWS services so you can define Getting started tutorial

central configurations, security mechanisms, audit requirements, and resource sharing

across accounts in your organization. AWS Organizations is available to all AWS Establishing your best practice AWS environment

customers at no additional charge.

Figure 4 — How it works

(=)

AWS Organizations < How it works
More resources [2
» AWS accounts Best practices for Organizational Units with AWS
Multi-party approval New Organizations
Services
Increase Business Value from the Cloud with Effective
Policies. Cloud Governance | Amazon Web Services

Settings New

Account Assessment for AWS Organizations
Get started
Governance, risk, and compliance when estzblishing your

o cloud presence
Organization ID

0-0k9paSkazs

CLI Guide
Add accounts Group accounts APl Guide
Create new accounts or invite existing accounts | Group accounts into organizational units (OUs) User Guide
to your organization by use-case or function

AWS Services you can use with Organizations

Identify AWS resources at risk across your multi-account
environment with AWS Organizations integrations

Related services [2

v
N AWS Control Tower
X
AWS Config
AWS Identity and Access Management
Apply policies Enable AWS services
Apply policies to accounts or OUs, such as Enable multi-account experiences through AWS AWS Resource Access Manager
service control policies (SCPe), resource contrel | services integrated with Organizations, such as
policies (RCPs) and management policies such as AWS CloudTrail, AWS IAM Identity Center, AWS AWS IAM Identity Center
backup policy, and tag policy to create Firewall Manager and more

permission boundaries and additional
management controls in your environment
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Figure 5 — Benefits and features

AWS Organizations <

P AWS accounts

Multi-party approval N

Services
Policies
Sattings New

Get started

Organization ID

kezs

Figure 6 — Use Cases

Benefits and features

Manage your AWS accounts

AWS accounts are natural boundaries for security, costs,

using a mul approach to scale
your cloud environment. Simplify account creation by using the AWS Command Line Interface {CLI), SDKs, or APIs. You can centrally
provision recommended resources and permissions to th nts with AWS CloudFormation StackSets.

[ Define and manage your organization

LT Group your accounts into organizational units (0Us) and manage them s a single application, use case or function requiring a

D00 commen set of controls. Apply tag policies to classiy or track resources. Provide attibute- based access control for users or
applications. Adeitionally, you can delegate ach
making in your arganization.

stration of supported AWS services to member accounts for distributed dacision

Secure and monitor your accounts
Provide tools and access for your security team to manage security for the erganization. Provide read-only security access across

accounts, detect and mitigate threats using Amazon GuardDuty, review access to resources using AWS IAM Access Analyzer, and
secure data using Amazon Macie.

v Control access and permissions.

v Set up AWS IAM Identity Center to provide access to AWS accounts and resources using your using your preferred identity source.

X Apply service control policies (SCPs), and resource control policies (RCPs) to centrally enforce consistent controls on 1AM
users, roles, and resourees across aceounts in your organization. You can also apply management policies in your erganization, such
as 1ag policies, and backup policies for cansistent governance across your AWS environment.

Share resources across accounts
Vou can share AWS an B M (RAM), C;
Virtual Private Cloud, Amazon Aurora, Amazon AP Gateway, and share them in your organization across multiple accounts.

| Audit your environment for compliance
/| You can use AWS CloudTrail across your accounts ta create a secure log of all activity in your cloud envirenment. Set policies to
 — | enforce backups on your schedule using AWS Backup. Define configuration settings for Fesources across accounts and AWS Regions

using AWS Config and cantinually audit AWS usage to simplify risk and comy

nce assessment with AWS Audit Manager.

v Centrally manage billing and costs
v 7% Organizations provides 3 single, consolidated bill 5oy usage track costs using AWS Cost
Explorer, and optimize your use of compute resources using Cost Optimization Hub, or AWS Compute Optimizer.

Simplify serviea configuration

28| vou can apply geclarative policies to enforce durable intent, such as baseline configuration for an AWS service across an
organization. allows the tobe new features or APIs are added

regardless of authorization context.

Identify AWS resources at risk across
your multi-account environment with
AWS Organizations integrations

Related services [2

AWS Control Tower

AWS Config

AWS Identity and Access Management
AWS Resource Access Manager

AWS 1AM Identity Center

=)

AWS Orga

P AWS accounts

Multi-party approval Ne

Services
Policies
Settings New

Get started

Organization ID
0-0kop9skszs

Audit your environment for compliance

You can use AWS CloudTrail across your accounts to create a secure log of all
activity in your cloud environment. Set policies to enforce backups on your
schedule using AWS Backup. Define configuration settings for resources across
accounts and AWS Regions using AWS Config and continually audit AWS usage to
simplify risk and compliance assessment with AWS Audit Manager.

Centrally manage billing and costs

Organizations provides a single, consolidated bill so you can view usage from
resources across accounts, track costs using AWS Cost Explorer, and optimize
your use of compute resources using Cost Optimization Hub, or AWS Compute
Optimizer.

Simplify service configura

n

You can apply declarative policies to enforce durable intent, such as baseline
configuration for an AWS service across an organization. Declarative policy
allows the configuration to be maintained when new features or APIs are added
and enforced regardless of authorization context.

Use cases

» Automate the creation of AWS accounts and categorize workloads

» Define and enforce audit and compliance policies

¥ Provide tools and access for your secu
development

y teams while encouraging

» Share common resources across accounts

¥ Easily share critical central resources across your accounts
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Figure 8 - Services

B 4 @ @& Globalv

e AWS Organizations > Services

AWS Organizations < Services

b aws You can configure supported AWS services to perform actions in your organization. A service for which you enable trusted access can retrieve
accounts information about the accounts, raot, OUs, and policies for your organization. Learn more [%

Multi-party approval 3

Note: We recommend that you do not enable trusted access with an AWS service here. Instead, use the other AWS service's console to enable and

Services disable trusted access with AWS Organizations. This allows the other service to perform any supporting tasks needed to enable or disable access
Policies with Organizations. For more information, see the documentation for the AWS service you want to use.
Settings New
Get started Integrated services
| Auservices v |
Organization ID
0-0k9p95k8zs Service A Trusted access Enabled on v

Amazon Detective

Amazon Detective makes it easy to analyze, investigate, and

quickly identify the root cause of potential security issues or

suspicious activities. Amazon Detective automatically collects © Not enabled -
log data from your AWS resources and builds a linked set of data

that enables you to easily conduct faster and more efficient

security investigations.

Amazon DevOps Guru

Amazon DevOps Guru uses machine learing to analyze
operational data and identify behaviors that deviate from
normal operating patterns. When operational issues are
identified, DevOps Guru notifies you so that you can implement
recommendations to improve your resources.

@ Not enabled =

Amazon GuardDuty

Amazon GuardDuty uses Al and ML with integrated threat
intelligence from AWS and leading third parties to help protect
your AWS accounts, workloads, and data from threats.

© Not enabled -

Amazon Inspector

Amazon Inspector automatically discovers workloads, such as.

Amazon EC2 instances, containers, and Lambda functions, and © Not enabled -
scans them for software vulnerabilities and unintended ne
exposure.

Figure 9 — Services (Continued)

B & @ @ clobal

e AWS Organizations > Services

AWS Organiza < AWS Control Tower
AWS Cantrol Tawer affers a straightfarward way to set up and
govern an AWS multi-account environment, following

prescriptive best practices.

@ Enabled December 29, 2019, 22:21 (UTC-6:00)
P AWS accounts

Multi-party approval N

Services AWS Data Exchange
AWS Data Exchange enables data providers to share data sets,

Policies recipients to access data grants, and subscribers to purchase © Not ensbled
Settings New data products from AWS Marketplace. It supports various data
R set types and integrates with AWS services like Amazon 53, API
Get started Gateway, Redshift, and Lake Formation.
AWS Health
Organization ID AWS Health provides ongoing visibility into your resaurce
0-0k9p95k8zs performance and the availability of your AWS services and
accounts. AWS Health delivers events when your AWS resources
and services are impacted by an issue or will be affected by @ Not enabled -

upcoming changes. You can use the arganizational view feature
for AWS Health to get visibility into all events that occur in your
organizatian. You can also use the AWS Health API to access the
information programmatically.

AWS IAM Identity Center (AWS Single Sign-On)
A managed service that makes it easy for you to centrally
provide and manage single sign-on access to all your AWS
accounts and cloud applications.

@ Enabled December 29, 2019, 22:22 (UTC-6:00)

AWS Identity and Access Management

AWS Identity and Access Management enables you to centrally
manage root access for your organization. You an delete root
credentials for member accounts and perform privileged actions.

@ Not enabled -

AWS License Manager - Linux subscriptions

AWS License Manager - Linux subscriptions provides you with
the capability to view and manage commercial Linux
subscriptions which you own and run on AWS. License utilization
can be tracked across AWS Regions and accounts in AWS
QOrganizations.

@ Not enabled -
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Figure 10 - Policies

AWS Organizations <

» AWS accounis
Multi-party approval New
Services
Policies
Settings New

Get started

Organization ID

Figure 10 - Settings

aw: h

e AWS Organizations > Settings

AWS Organizations <

> AWS accounts
Multi-party approval

Services
Policies
Settings New

Get started

Organization ID
0-0k9p95KBzs

Policies

Policies in AWS Organizations enable you to manage different features of the AWS accaunts in your arganization. Learn more [

@ Introducing resource control policies (RCPs) Enable RePs ) X

Vou can now centrally enforce consistent access controls on AWS resurces in your organization's member
accounts. Leam mere about RCPs (2

Supported policy types

Policy type a | status

Al services opt-out policies
T T

o ol you o controlcta callection for AWS Al services for il the accourts n @ Disbled
erganization. Learn more (2
Backup policies
Backup policies allow you to cenrally manage and apply backup plans £ the AWS resources across an arganizatioss © pisabled
accounts. Learn more (3
on's sccunts rom chat © Disabled
and enforce desired configurations for EC2 at scale across an
‘organization. Once attached, the configuration ‘maintained when EC2 adds new features or APls. Learn © pisabled
more [
Resource control policies
Resaurce control policies (RCPs) offer central control aver the maximum available permissians for resaurces inan © Disabled
carn more [4
© Disabled
Service control polies (5CPs) ffer central control aver the masimum avaiable permissionsfor 1AM users and 1AM @ Enabled
el n an organization. Learn more [
Tag polici
Tag polices allow you o standardiza the tags atached to the AWS resources in an orgaization's acounts. Loarn @ Disabled

more

Settings

Organization details ( Resend email verification )-

Organization ID
0-0k9p95k82s

Management account name
retmas

Management account email address
tony.shen.1@outlook.com(not verified)

Feature set.

Your arganization has all features enabled. You can access the advanced central governance and management capabilities in AWS
Organizations. You ean control access to AWS services, resources, and regions by any member aceount. You ean also configure AWS
services across the multiple accounts in your organization. You can pay for the organization's accounts through consolidated billing.

Delegated administrator for AWS services

Leam more about delegating the management of multi-account features in other AWS services that you ean use with AWS
Organizations. Learn more [%

Delegated administrator for AWS Orgal

ations Edit B Copy Delete

Delegate the management of AWS Organizations policies to member accounts, and specify the policy types and actions they can perform
Learn more [%

You haven't delegated anything yet.

(_pelegate )

Delete organization Delete organization )

After you remove all member AWS accounts from the organization and only the management account remains, you can delete the
organization, Learn more [
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Figure 11 — Get started

aws

e AWS Organizations > Get started

AWS Organizations < Get started
> AWS accounts . . .
Build your organization Additional Information [2
Multi-party approval New
Senvices When you Sign in to your 6rganization's management account, you Can ereate accounts Best practices
in your organization, invite existing accounts to join your organization, create and apply
Policies policies, and enable supported AWS services to work across the accounts in your Use cases
Settings New organization.
. 5 FAQs
Get started Create accounts o invite existing accounts

Created accounts automatically become members of your organization. Invited Document:
accounts become members when they accept the invitation by replying to an

email or by calling the 1] ake API. Member ts API references
and managed by the organization. To easily access member accounts after

ereation, we recommend you enable AWS IAM Identity Center (AWS Single Sign-

On).

Organization ID
0-0k9pI5kBzs

Organize your organization’s member accounts into OUs

(2)

simplify management of your organization by grouping accounts into
organizational units (QUs) and applying custom policies. This allows you to
manage multiple accounts as a single unit and provide common permissions to
groups of accounts within your organization. You can add nested OUs within
each OU for more granular permissions, such as separating your production
accounts from development accounts within each OU.

Create policies

Policies enable you to apply controls to the accounts in your organization. There
are several supported policy types you can Use to manage your organization. For
example, service control policies (SCPs) specify the actions that are available the
users and roles in affected accounts. You can attach a policy to the entire
organization, to OUs, or directly to an individual account.

Enable AWS services that support AWS Organizations

(a)

AWS has services that help you use AWS Organizations to secure, audit, and
control the accounts in your environment. View the list of supported services,

e AWS Organizations > Get started

AWS Organizations < .
(3) Create policies

> AWS accounts Policies enable you to apply controls to the accounts in your organization. There

Multi-party approval New are several supported policy types you can use to manage your organization. For
Services example, service control policies (SCPs) specify the actions that are available the

users and roles in affected accounts. You can attach a policy to the entire
Policies organization, to OUs, or directly to an individual account.

Settings New

Get started Enable AWS services that support AWS Organizations

AWS has services that help you use AWS Organizations to secure, audit, and

Organization ID contral the accounts in your environment. View the list of supported services.

0-0k9p95kBzs

Recommended organization structure

Are you ready to build your OUs but are not sure where to start?

Learn about our recommended OU structure )

Feature spotlight
AWS Config

ﬂ{%} Rssess, audit, and evaluate the configurations of your AWS resources. You
can get an or de view of your You can
also use AWS Config API operations to manage AWS Config rules and
conformance packs across all AWS accounts in your organization. Learn
more [3

AWS Security Hub

Ensure your organization meets industry standard security requirements
and best practices with AWS Seeurity Hub. When you use both Seeurity
Hub and AWS Organizations together, you can automatically enable
Security Hub for all of your accounts, including new aceounts as they are
added. You can also designate a member account to manage Security
Hub on behalf of the organization. Learm more [2

V3 Page 9
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Figure 12 — Learn more about Organizations

nglish v  Contactus  Support ~

aws
~

Amazon Q Discover AWS ~ Products  Selutions  Pricing  Resources Q signin |
AWS Organizations Overview  Features  Getting Startedv  Resources  FAQs  Customers

AWS Organizations > Getting Started » Best practices

Establishing your best
practice AWS environment

AWS enables you to experiment, innovate, and scale more quickly, all while providing the

. most flexible and secure cloud environment. An important means through which AWS
|’ '|’ l u lt I - a Cc 0 u nt AW S ensures security of your applications is the AWS account. An AWS account provides natural

security, access and billing boundaries for your AWS resources, and enables you to achieve
. 2 resource independence and isolation. For example, users outside of your account do not
e nvi ro nm e nt ¢ have access to your resources by default. Similarly, the cost of AWS resources that you
consume is allocated to your account. While you may begin your AWS journey with a single
account, AWS recommends that you set up multiple accounts as your workloads grow in size
and complexity. Using a multi-account environment is an AWS best practice that offers
several benefits:

@ English v Contactus  Support v My account v

aws : . i
3,  AmazonQ | DiscoverAWS  Products  Solutions  Pricing  Resources Q  signin Create Account

LlIvVIIVIITNICriI LU=

AWS Organizations Overview  Features  GettingStartedw  Resources ~ FAQs  Customers

.
CO n c l u S | 0 n A well-architected multi-account strategy helps you innovate faster in AWS,

while ensuring that you meet your security and scalability needs. The framework
described on this page represents AWS best practices that you should use as a
starting peint for your AWS journey.

To get started, refer to the AWS Organizations Getting Started Guide to build

your own multi-account AWS environment. Alternatively, you can use AWS

Control Tower to help you quickly set up a secure initial AWS environment in a
/ few clicks.

AWS Organizations is a service that helps you to manage your multi-account environment in
AWS.

Control Tower is the tool that you can use to help you with Organizations.

Control Tower

To get an idea of how Control Tower works, see below Figure 13 Control Tower, Figure 14
Control Tower Dashboard, and Figure 15 Control Tower Dashboard (Continued)
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Figure 13 — Control Tower
aws Q Control | B & @ @& | cobv

AWS Orga|

Features The easiest way to set up and govern a secure, compliant multi-account environment

» AWS accountd . X

Resources Additional Information [2
Multi-party = S A
Services Knowledge artides eate accounts Best practices

Monitor application recovery readiness and manage failovers eate and apply

Policies Marketplace Use cases
Settings New| Blog posts
Get started Ers = FAQs

Tutorials Continuously assess controls for risk and compliance

bation. Invited Documentation

Organizatiol plying to an
0-0k9p95kes Features Jre administered AP references

nts after
S Single Sign-

Application Recovery Controller feature

Control Tower feature

Control Tower feature

Resources / nization. There

Enable to show cross-region resources for your account in search results. Takes less
Were these results helpful? than 5 minutes to set up.

Go to Resource Explorer

Figure 14 - Control Tower Dashboard

@ @ UnitedStates

e AWS Control Tower > Dashboard [olmcl

AWS Control Tower < @ A landing zone update is available
To update your Landing zone, choose Update on the Landing zone settings page.
Dashboard Learn more [7

Getting started

‘Organization
N @ Your landing zone is now available. X

Account factory AWS Control Tower has set up the following:

v Controls + 2 organizational units, one for your shared accounts and one for accounts that will be provisioned by your users.

Control catalog 3 shared accounts, which are the management account and isolated accounts for log archive and security audit.

Categories Your selected identity and access management configuration.

Enabled controls 20 preventive controls to enforce policies and 3 to detect iolations.

Enroll existing accounts in AWS Control Tower

Vou can enroll existing accounts from your AWS O ion in AWS Control T me additional work is required for enrollment
Users and access.
Learn more about enrolling existing accounts in AWS Control Tower [2
» Shared accounts L )
Landing zone settings
Recent operations v Recommended actions
Activities
fo¥e! 2
AWS Matketplace for Control Tower 8 ‘] ‘\//J —
854 % 29 89
see W"i“ Newin AWS Control Programmatically manage controls ~ Add or register organizational units ~ Enable more controls Review users and access Review shared accounts
Tower with APIs [2 Add or register organizational units (OUs) ta  Enable additianal controls to meet your Review your user identity store and single Review the settings of the shared accounts
View our AWS Control Tower Blogs. AWS Control Tower customers can manage organize accounts and projects. security, operational, and compliance sign-on access for your users across accounts.  that AWS Control Tower has set up for you.
controls programmatically across their requirements.
Launch solutions with the Getting organization, at seale
Started library [
Join our feedback panel [2
Environment summary Controls summary (22) (" View enabled controls )
Organizational units Accounts Preventive controls Detective controls Proactive controls

V3 Page 11



AWS Control Tower

Figure 15 - Control Tower Dashboard (Continued)

aws
e AWS Control Tower > Dashboard @ 8
AWS Control Tower < Noncompliant resources
Dashboard 1 ]
Getting started § 3 - §
Resource ID | Resource type | service | Region | Account name | Organizational unit | Control
Organization
Account factory
No noncompliant resources found
v Controls
No noncompliant resources detected on controls with a Clear status
Control catalog
Categories
Enabled controls
Registered organizational units
Users and access ( \
| Q Find organizational units 1
» Shared accounts . /
Landing zone settings Name v | Parent organizational unit v | Baseline state v | Compliance
Recent operations Root - © Succeeded @ Compliant
Activities
Core Root @ Succeeded © Compliant
AWS Marketplace for Control Tower Custom Root © Compliant
View all organizational units
See What's New in AWS Control
Tower
View our AWS Control Tower Blogs Enrolled accounts
2 . y
((Q Find accounts 1
Launch solutions with the Getting - /
2
Started library [ Account name v | Accountem: v | Organizational unit v | Owner v | Compliance status | state v
Join our feedback panel
retlog tony:shen.2@outlook.com Core AWS Control Tower @ Compliant @ Enrolled
retaud tony:shen.3@outlook.com Core AWS Control Tower @ Compliant @ Enrolled
retmas tonyshen.1@outlook.com Root AWS Control Tower © Compliant @ Enrolled

View all accounts

Figure 16 - Control Tower Organization registered units and enrolled accounts

| Tower > Organization (0] [c]

e AWS Co

AWS Control Tower < @ Alanding zone update is available
To update your landing zone, choose Update on the Landing zone set
Dashboard Leamn more [
etting started
Organization
(D Organizational units (OUs) are entities created within your arganization to group accounts for governance. You can add new OUs to your organization at any time. x
Account factory
¥ Controls
Control catalog Organization 1 @ Expand all @D Group resources @ ons ¥ Create resources ¥
Categories Resource type
Enabled controls using praperties View all resources ¥ | Bmatches 1 @
Name v | Baselinestate v | v | Organizational units registered w | Accounts v
Users and access enralled
» Shared accounts O [ koot © Succesded r-hey3

Landing zone settings

abled ou-hdy3-98dv0s8c Qoofo Qoafo

. [ Governance © Nof
Recent operations e
Activities & O core @ Succeeded ou-hdy3-kOru7rgt Qoofo @20f2
@ retlog @ Enrolled 165811858591 - -
- ol Tow
AWS Marketplace for Control Tower Q@ retaud @ Enrolled 33803968508 - -
B D custom & Drifted ou-hdy3-pjbgod2l Qoofo &00f1

See What's New in AWS Control
Tower [3 @ retdev © Nof

View our AWS Control Tower Blogs

rolled 415023494882 - -

6 retmas @ Enrolled 868019806240 - -

Launch solutions with the Getting
Started library [2

Join our feedback panel [2
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Control Tower and Landing Zone

Control Tower includes Landing Zone, a set of pre-configured settings for managing
Organization effectively.

AWS keeps updating the Landing Zone from time to time. In Control Tower, you can check and
update your LZ accordingly. Figure 17 shows the older version of LZ.

Figure 17 — Update Landing Zone

aws

[Alt+S] B 2 (€] @ United States (N. Virginia) v retmas|

= AWSControl Tower > Update landing zone

@ A landing zone update is available

To update your landing zone, choose Update on the Landing zone settings page. Go to landing zone settings
Learn more [3

Step1 . .
@ Select a Landing zone version Select a Landing zone version
Stepz
Update Region settings Landing zone version selection
I wi upgrade your landing zone, AWS Control Tower applies the latest features, and it repairs drift in your shared
ep

nd preventive controls. To upgrade, select a new version. To stay on the current version, select the current
Update configurations

Step4

Choose a landing zone version
Review and update landing zone ing zone

back to an earlier version

tally, or you can atest version. Its not possible to go
/ [22 v
Version Status

A Upgrade required

Cancel Next

Figure 18 shows the lasted version of LZ available for you to update to.

Figure 18 — Updating LZ to 3.3

Q Search

B L ® @ | United States(N. Viginia) v retrmas v

= AWS Control Tower > Update landing zone

@ Alanding zone update s available

To update your Landing zone, choose Update on the Landing zone settings page. Go to landing zone settings
Learn more [

Step 1

(@ Select a Landing zone version Select a Landing zone version
Step2
Update Region settings Landing zone version selection
When you upgrade your landing zone, AWS Control Tower applies the latest features, and it repairs drift in your shared
Step3

accounts and preventive controls. To upgrade, select a new version. To stay on the current version, select the current

Update configurations
version.

Step4
Review and update landing zone

Choose a landing zone version

fon incrementally, or you can choose to move directly to the latest version. It's not possible to g
: v
/ Version Status Selected changes Change summary
Selected for deployment [33]32]31]30] View summary
[27] 26 [ 25 ] 23]
Cancel Next

An AWS account covers all AWS regions. When updating LZ, you can decide what regions to
update and what regions not to update.
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Figure 19 — Update Region Setting

A B 8 ©® @ Uniedsatesny retmas

= AWSControl Tower > Update landing zone

@ ©°

Step1

@ Select 3 Landing zone version Update Region settings

Step2

(® Update Region settings Select additional Regions for governance (4/32) o

steps Select the AWS Regions to gavern for your environment, Review the Additional Regions for governance help panel, because certain
Update configurations controls in AWS Control Tower are not available in all Regions. The home Region cannot be deselected.

Step4

L e ® We recommend that you expand your AWS Control Tower landing zone only into AWS Regions where you

require workloads to run.

[a 123 4 > @
@ | Regionname v Region code v
US East (Ohio) us-east-2
Europe (Ireland) ev-west-1
US East (N. Virginia) us-east-1
US West (Oregon) us-west-2
(] Europe (Stockholm) eu-north-1
() Middle East (Bahrain) me-south-1
([C)  Asia Pacific (Thailand) ap-southeast-7
() Asia Pacific (Mumbai) ap-south-1

Figure 20 — Update configurations

B 8 @ ® @ UnitedStates(N.Vi

AWS Control Tower > Update landing zone

@ ©°

© Alanding zone update is available X

To update your landing zone, choose Update on the Landing zone settings page. Go to Landing zone settings
Learn more [2

Step1 . .
@ Select 3 Landing zone version Update configurations
Step2
@ Update Region settings AWS account access configuration info
s Select how to manage access to your AWS accounts registered with AWS Control Tower. You can change this later.
tep
(® Update configurations N
© AWS Control Tower sets up AWS account access Self-managed AWS account access with 1AM
Step4 with IAM Identity Center. Identity Center or another method.
e L — Best if you are just getting started with AWS or if your Best if you have custom requirements for managing AWS
B d atcess management structure works with AWS Corttrol account access. AWS Control Tower will not manage
Tower groups and permission sets [ You can account access. You must configure IAM Identity Center or

connect your external identity provider (IdP) in 1AM another sccess method.

Identity Center later.

AWS CloudTrail configuration info

AWS CloudTrail captures actions for AWS Control Tower as events. If you create a trail, you can enable continuous
delivery of CloudTrail events to an Amazon 53 bucket.

In an organ;

ation-level CloudTrail, AWS Control Tower aggregates information from all accounts into the organization
trail and delivers the logged information to a specified Amazon 53 bucket. The file path contains the organization ID as
a prefix,

& if you do not enable organization-level CloudTrails, AWS Control Tower will not manage your AWS
CloudTrail logs. You can change this setting when you update your landing zone.
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Figure 21 — Update configurations for CloudTrail

{ & L @ {3 United States (N. Virginia)

AWS Control Tower > Update landing zone ® 6
AWS CloudTrail configuration  info

AWS CloudTrail captures actions for AWS Control Tower as events. If you create a trail, you can enable continuous
delivery of CloudTrail events to an Amazon S3 bucket

In an organization-level CloudTrail, AWS Control Tower aggregates information from all accounts into the organization
trail and delivers the logged information to a specified Amazon S3 bucket. The file path contains the organization ID as
a prefix.

& 1f you do not enable organization-level CloudTrails, AWS Control Tawer will not manage your AWS
CloudTrail logs. You can change this setting when you update your landing zone.

AWS Control Tower strongly recommends that every organization or account establish AWS CloudTrail
logging. You can create a custam trail that is not managed by AWS Control Tower, or you can select
Enabled. A mandatory detective control detects whether enrolled accounts have enabled CloudTrail
logging Learn more about AWS CloudTrail [

[ © Enabled ] | O Not enabled

Log configuration for Amazon S3 - optional  info
In these two fields, enter numbers that represent lifecycle retention times for the Amazon $3 logging bucket and the
access logging bucket.

Amazon S3 bucket retention for logging Format for logging
Default: 1 | | years v
Years ms ed as integers from 1 to 15, with values up to 2 decimal places.

Durations less than 1 year are expressed as days.

Figure 22 - Update configurations for CloudTrail (Continued)

B 08 ® @  united States (N Virginia)

= AWS Control Tower > Update landing zone [clmC]

Log configuration for Amazon 53 - optional  fe
In these two Fields, enter numbers that represent lifecycle retention times for the Amazon §3 logging bucket and the
access logging bucket

Amazon S3 bucket retention for logging Format for logging

oot 1 | (e B

5, with values up t0 2 decimal places.

Amazon $3 bucket retention for access logging Format for access logging

Detastt: 10 | [ years v

5, with values up t0 2 decimal places.

KMS Encryption - optional o

AWS Key Management Service (KMS) helps you to create and manage cryptographic keys, and control your resources
in AWS Control Tower. To select a key, check the box. The KMS key must have permissions for AWS CloudTrail and AWS
Config. Multi-region keys are not supported. Learn more about KM [

Enable and customize encryption settings
Tod s unche

ptir

AWS Backup o
AWS Backup i 2 fully-manag
the cloud, and on premises.

service that helps you centralize and automate data protection across AWS services, in

Enable AWS Backup O AWS Backup is not enabled
AWS Backup uill AWS Backup s not ensbled on your landing zone.
el P
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Figure 23 — Updating Landing Zone

retmas

AWS Control Tower > Dashboard =H 0 ©

© Updating your landing zone
Estimated time remaining: 59 minutes.

You can safely close this browser tab,

@ Alanding zone update is available X

To update your landing zone, choose Update on the Landing zone settings page. Go to landing zone settings

Learn more [2

(@ AWS Control Tower is updating your landing zone. X
« Applying the latest baselines and mandatory controls to OUs and shared accounts.
« Attempting to repair drift in your shared accounts and preventive controls.
« Applying Region configuration changes to your landing zone.
After the landing zone update is complete, remember to:
« Update existing accounts in your OUs 50 you can enable new detective cantrols on those QUs and accounts.
« Confirm your Region selections for VRC creation in Account Factory.

Environment summary Controls summary (22)

Organizational units Accounts Preventive controls Detective controls Proactive controls

Figure 24 — Updating Landing Zone (Continued)

ed States (N. Virginia retmas

AWS Control Tower > Dashboard = O 6

Registered organizational units

| Q Find organizational units 1
Name v | Parent organizational unit v | Baselinestate v
Root - @ Succeeded

Core Root @ Succeeded

Custom Root A Update required

View all organizational units

Enrolled accounts

| @ Find accounts 1
Account email v | Owner v | state v
tony.shen.2@outlook.com AWS Control Tower @Enrolled

tony.shen 3@outlook.com AWS Control Tower @ Enrolled

tony.shen.1@outlook.com AWS Control Tower @Enrolled

View all accounts
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Figure 25 — Updating Landing Zone Status

d States (N. Virginia) retmas

AWS Control Tower > Dashboard

Registered organizational units

| @ Find organizationat units

1
Name v Parent organizational unit v | Baseline state v
Root - @ Succeeded

Core Root @ Succeeded

Custom Root

£ Update required

Landing zone status

S v
Details | status
Updating o repairing the shared accounts for audit and logging, in the Security OU @ Success
Setting up your selected identity and access management configuration @ Success

Configuring Account Factory to provision AWS Control Tower member accounts @ Not started
Configuring the audit account @ Not started
Configuring the log archive account @ Not started

Enabling mandatory controls on your organizational units @ Not started

Updating the Security OU with the AWS Region configuration @ Not started

Figure 26 - Updating Landing Zone Status

AWS Control Tower > Dashboard

® Updating your Landing zone

Estimated time remaining: 38 minutes.

You can safely close this browser tab.

@ A landing zone update is available X
To update your landing zone, choose Update on the Landing zone settings page.
Learn more [2

[ (@ AWS Control Tower is updating your landing zone. X 1
Landing zone status @ v
Details | status
Updating or repairing the shared accounts for audit and logging, in the Security OU @ Success
Setting up your selected identity and access management configuration @ Success
Configuring Account Factory to provision AWS Control Tower member accounts @ Success
Configuring the audit account @ Not started

Configuring the log archive account @ In progress
Enabling mandatory controls on your organizational units @ Not started

Updating the Security OU with the AWS Region configuration @ Not started

V3
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Figure 27 — Landing Zone Status — Update is complete

B 2 ® ] Uniited States (N. Virginia) ¥ retmas v

e AWS Control Tower > Dashboard @ ©
AWS Control Tower < @ Alanding zone update is available
To update your landing zone, choose Update on the Landing zone settings page.
Dashboard Leam more [2

Getting started

Organization @ The setup of your landing zone is complete. X

Account factory

¥ Controls © Your landing zone is now available. X
Control catalog AWS Control Tower has set up the following:
Categories « 2 organizational units, one for your shared accounts and one for accounts that will be provisioned by your users.
Enabled controls « 3 shared accounts, which are the management account and isolated accounts for log archive and security audit.
= Your selected identity and access management configuration.
« 20 preventive controls to enforce policies and 3 detactive controls to detact configuration violations.

Users and access
Enroll existing accounts in AWS Control Tower
» Shared accounts o - . . o
You can enroll existing aceounts from your AWS Organizations organization in AWS Control Tower. Some additional work is required for enrollment.

Landing zone settings Learn more about enrolling existing accounts in AWS Control Tower [3

Recent operations

Activities

v Recommended actions

AWS Marketplace for Control
Tower

Q
& O

See What's New in AWS Control

Tower [2

N Programmatically manage Add or register organizational Enable more controls Review users and access Review shared accounts
View our AWS Control Tower - > - =Nauie More Conross [REVIEW USErS and access Review shared accounts
Blogs [ controls with APIs [2 units Enable additional controls to meet your  Review your user identity store and Review the settings of the shared

WS Control Tower customers can Add or register organizational units security, operational, and compliance single sign-on access for your users accounts that AWS Control Tower has set
I aunch salitions with the a2 . .

Control Tower API

Control Tower can be used by code with Control Tower API. Control Tower exposes its API in several
forms, including Restful API calls and AWS Command Line Interface (CLI). See Figure 28 — Control Tower
API below

Figure 28 — Control Tower API
aws

Get started Service guides Developer tools Al resources

HTTP Status Code: 400
AWS Control Tower <

API Reference
See Also
Welcome

¥ Actions For more information about using this API in one of the language-specific AWS SDKs, see the following:

CreatelLandingZone
= AWS Command Line Interface

« AWS SDK for .NET

* AWS SDK for C++

«  AWS SDK for Go v2

* AWS SDK for Java V2

+ AWS SDK for JavaScript V3
*  AWS SDK for Kotlin

= AWS SDK for PHP V3

DeleteLandingZone
DisableBaseline
DisableControl
EnableBaseline
EnableControl
GetBaseline
GetBaselineOperation

GetControlOperation

GetEnabledBaseline « AWS SDK for Python
GetEnabledControl * AWS SDK for Ruby V3
GetLandingZone

Let’s see how to work with Control Tower APl by AWS CLI on a Linux host.
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Here below is an example of installing AWS CLI on a Ubuntu 22 host

Install and update AWS CLI on a Linux host

tshen@ubun221016:~S

curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip

sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/aws-cli —update

inflating: aws/dist/awscli/data/ac.index
inflating: aws/dist/awscli/data/metadata.json
You can now run: /usr/local/bin/aws --version
tshen@ubun221016:~S which aws
Jusr/local/bin/aws
tshen@ubun221016:~S

Obtain Access Key and Secret Key for AWS CLI to access Control Tower

Sign in AWS with your Organization Root account credentials. Navigate to IAM to create Access Key and
Secret Key of the user. See below Figure 28 through 31.

Figure 29 — Create Access Key

aws | Altss] B 0 ® @ @ cobalv
e IAM > Users > retmasadmin © ©
Identity and Access < Console sign-in link Console password
Management (IAM) 5] https://868019806240.signin.aws.amazon.com/console A Updsated 2012 days ago (2020-01-02 08:57 CST)
— Last console sign-in
[ Q search iant ) £ 1689 days ago (2020-11-20 09:43 €ST)

Dashboard Multi-factor authentication (MFA) (0) remove ) ( Resync

¥ Access management Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices assigned. Leam more [2
User groups Type Identifier Certifications Created on
Users
Roles No MFA devices. Assign an MFA device to improve the security of your AWS environment

Policies Assign MFA device

Identity providers
Account settings

Root accass management New

,,,,, Access keys (1)

¥ Access reports Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time.
Access Analyzer

Resource analysis New AKIA4UGQDEAQJEH7WWTI Actions ¥

Unused access

Description Status.
Analyzer settings - @© Active
Last used Created
None 2012 days ago
Last used region Last used service
Resource control policies New A N/A
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Figure 30 — Create Access Key (Continued)

B £ ® @ ooba retmas

IAM > Users > retmasadmin > Create accesskey ® 8
Step1 ) .
(® Access key best practices & Access key best practices & alternatives .
alternatives

Avoid using long-term credentials like access keys to improve your security. Consider the following use cases and alternatives.

Step2 - opti

Set description tag Use case

Step3 © command Line Interface (CLI)

Retrieve access keys You plan to use this access key to enable the AWS CLI to access your AWS account.
Local code

You plan to use this access key to enable application code in a local development environment to access your
AWS account.

Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like Amazon EC2,
Amazon ECS, or AWS Lambda to access your AWS account.

Third-party service
You plan to use this access key to enable access for a third-party application or service that monitors or manages
your AWS resourt

Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center or other infrastruct:
cutside of AWS that n

Other
Your use cas

s not listed here

£\ Alternatives recommended

® Use AWS Cloudshell, a by based CLI, torun Learn more [
 Use the AWS CLI V2 and enable authentication through a user in IAM Identity Center. Learn more [

Confirmation

I understand the above recommendation and want to proceed to create an access key.

Figure 31 — Create Access Key (Continued)

Q [Alt+S] B 2 @ il Global v
IAM > Users > retmasadmin > Create access key ® 6
Step1 L. .
@ Access key best practices & Set description tag - optional
alternatives The description for this access key will be attached to this user as a tag and shown alongside the access key.

Step 2 - optional
(@ set description tag Description tag value

Desribe the purpose of this access key and where it will be used. A good description will help you rotate this access key confidently later.
Step3

Retrieve access keys [ retmaster access key| ]

Maximum 256 characters. Allow

d characters are letters, numbe

spaces representable in UTF-8, and: _.:/=+- @

e

Figure 32 - Access Key created

B o @ il Global v

IAM > Users > retmasadmin > Createaccess key ® ©

@ Access key created

“This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

Step1 A
@ Access key best practices & Retrieve access keys i
alternatives
Step 2 - optional Access key
@ Set description tag If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.
Step3 Access key Secret access key

(@ Retrieve access keys
T5 AKIA4UGQDEAQP53BL6Z0 [G ssesssssesminss Show

Access key best practices

« Never store your access key in plain text, in a code repository, or in code.
« Disable or delete access key when no longer needed.

+ Enable least-privilege permissions.

+ Rotate access keys regularly.

For more details about managing access keys, see the best practices for managing AWS access keys.

Download .csv file Done

Configure AWS CLI with acquired Access Key and Secret Key
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Return to your AWS CLI Linux host to configure your access with your acquired Access Key and
Secret Key. See below Figure 32 and 33

Figure 33 — AWS CLI Access Configuration

tshen@l192.1658.0.18"'s password:
Welcome to Ubuntu 22.04.1 LTS (GHNU/Linux 5.15.0-5T7-generic x86_64)

5 Using username "tshen™.

“ Documentation: https:// /help.ubuntu.com
¥ Management: nttps: /S landscape.canonical . com
* Support: https: S ubuntu. com/advantage

113 updates can ke applied immediately.
To see these additional updates run: apt list ——upgradakle

Hew release '24.04.2 LTS' availakle.
Eun 'do-release—-upgrade' to upgrade to it.

#%% Dystem restart reguired *##

Last login: Sun Jul € 12:42:54 2025 from 1%2.1e8.0.4
tshenfubunzZ2101l6:~5 aws configure

BWS RAccess Eey ID [Hone]: BKIR&UGQDERDFESELEZDI

Figure 34 — AWS CLI Access Configuration (Continued)
| Start page X | EP tshen@ubun221016: ~ X B tshen@ubun221016: ~ X|
Using username "tshen".
tshen@l92.168.0.18's password:
Welcoms to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-57-generic xX86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical . com
# Support: https://ubuntu. com/advantage

113 updates can ke applied immediately.
To see these additional updates run: apt list --upgradakle

New release '24.04.2 LTS5' available.
Run 'do-release-upgrade' to upgrade to it.

*# System restart required *##
Last login: Sun Jul & 12:42:54 2025 from 192.168.0.4
tshenfubun221016:~5 aws configure
AWS RAccess Key ID [None]: AKIA4UGQDDERQPS3IBLEZO
s Seczes Access ey (Nonel: oo < |

Verify AWS CLI access by listing your Organization’s accounts
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List Organization accounts by AWS CLI

Figure 35 — List Organization Accounts

tzhenfubun2210l6:~5 aws organizations list-accounts
{
"hoccounts™: [
{
"Id": "le5811E8585%91",

"Arn™: "arn:aws:organizations::B868019806240:account/o-okip9SkEzs/1658118585591™,
"Email"™: "tony.shen.2@outlook.com",

"Hame": "retlog"”,

"Status": "ACTIVE",

"JoinedMethod": "CREATED",

"JoinedTimestamp™: "2019-12-29T22:21:51.278000-0&:00"

"Id"™: "415023454882",

"ARrn": "arn:aws:organizations::B68019806240:account/o-ok%p95k8zs/415023494882",
"Emzil": "jane.chen.l@outlook.com"”,
"Hame": "retdew",
"Status": "RCTIVE",
"JoinedMethod": "CREATED",
"JoinedTimestamp": "2020-01-02T15:41:07.739000-0&:00"
Y
{
"Id": "833803965598",
"ARrn"™: "arn:aws:organizations::B868018806240:account/o-okipi5kizs/ 833803968588,
"Email": "tony.shen.3foutlook.com",
"Hame™: "retaud",
"Status": "ACTIVE",
"JoinedMethod": "CREATED",
"JoinedTimestamp™: "2019-12-29T22:22:22.548000-0&:00"

"Id": "§68019806240",

"Arn™: "arn:aws:organizations::B6B8019806240:account/fo-ok9p95k8zs/868019806240™,
"Email"™: "tony.shen.l@outlock.com",

"Hame": "retmas",

"Status": "ACTIVE",

"JoinedMethod": "INVITED",

"JoinedTimestamp": "2019-12-29T22:21:22.563000-06:00"

1

;shen@ub-mzzlols:n-s l
List Control Tower enabled baselines

tshen@ubun221016:~$ aws controltower list-enabled-baselines

{

"enabledBaselines": [
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledbaseline/XAOFATXADTI3GOISH",
"baselineldentifier": "arn:aws:controltower:us-east-1::baseline/LN25R72TTG6IGPTQ",
"statusSummary": {
"status": "SUCCEEDED"
2
"targetldentifier": "arn:aws:organizations::868019806240:account/o-
o0k9p95k8zs/868019806240"
2
{
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" n,on

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledbaseline/XANOEYP42BA3GOIVV",
"baselineldentifier": "arn:aws:controltower:us-east-1::baseline/4T4AHA1KMO010S6311",
"statusSummary": {
"status": "SUCCEEDED"
2
"targetldentifier": "arn:aws:organizations::868019806240:account/o-
0k9p95k8zs/833803968598"
2
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledbaseline/XAFHJLGX98L3GOIUQ",
"baselineldentifier": "arn:aws:controltower:us-east-1::baseline/J8HX46AHS5MIKQPD",
"statusSummary": {
"status": "SUCCEEDED"
17
"targetldentifier": "arn:aws:organizations::868019806240:account/o-
ok9p95k8zs/165811858591"
b
{

" n,on

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledbaseline/X060S75UJ2D3G0IS4",
"baselineldentifier": "arn:aws:controltower:us-east-1::baseline/17BSIV31GJ2QSGA2",
"baselineVersion": "1.0",
"driftStatusSummary": {
"types": {
"inheritance": {
"status": "DRIFTED"
}
}
2

"statusSummary": {
"status": "SUCCEEDED"

2
"targetldentifier": "arn:aws:organizations::868019806240:0u/0-0k9p95k8zs/ou-hdy3-

pjbgod2|"
}
]
}

List Control Tower enabled controls

tshen@ubun221016:~S aws controltower list-enabled-controls

{
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"enabledControls": |
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO84XGVPQFIBK",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_IAM_ROLE_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO6PUE7VZJUDT",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1IDMKTYDCJI7NRVLT",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/BIOMNMYORNO6YM6N",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
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}I

"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B10OMNMYOQ5CQ57PS",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_RULE_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

" n,on

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMK6J0GJ4BOD4IM",

"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_CHANGE_PROHIBITED",

"driftStatusSummary": {

"driftStatus": "NOT_CHECKING"

2

"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO9ERFPGTXXAC",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_SNS_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"
}
2
{

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO6WXZITILTWO",
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"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_CLOUDTRAIL_VALIDATION_ENABLED",

"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

12

"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO5CFFNRPI60J",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_CLOUDTRAIL_ CLOUDWATCH_LOGS_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
17
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMKTY9S9ZAKPOQC",

"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_CHANGE_PROHIBITED",

"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

13
"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWY7UMS5IXRO5YK8Z",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_IAM_ROLE_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

2
"statusSummary": {
"status": "SUCCEEDED"

}
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}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/BI0OMNMYOQPRDHV0OQ",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1IDMK6IWW50GDEJQU",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_AUDIT_BUCKET_RETENTION_POLICY",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMK6ITCZZAHITKZ",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_AUDIT_BUCKET_DELETION_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B10HG6WWMHCCJ45Q",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_AUDIT _BUCKET_POLICY_CHANGES_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
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}I

"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO4FAL209KVBE",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

" n,on

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BITDSDPJWAOHIQ",

"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_LAMBDA_CHANGE_PROHIBITED",

"driftStatusSummary": {

"driftStatus": "NOT_CHECKING"

2

"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMK6J285BLA5DB1",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_RULE_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"
}
2
{

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/BIOMNNCWVIYMARGH",
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"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_LAMBDA_ CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

12

"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO49UCPXWIJPOG",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
17
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMK6IYOFYKCVCPP",

"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_ENABLED",

"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

13
"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1IDMK6ITCTOGP2ZME",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_AUDIT_BUCKET_ENCRYPTION_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

2
"statusSummary": {
"status": "SUCCEEDED"

}
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}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B10HG8WOVYDQJAAB",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_LOG_GROUP_POLICY",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1DMK6JOGLHXLFJTN",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BLQSS8HEGMHAGAY",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWY7UJLRM3CX2FOD",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

V3 Page 30



AWS Control Tower

}I

"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BITDKTWSSAAQJO",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

" n,on

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BLQSGXJ6GOD58R",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B1I0MNMKGS8RIDZYAL",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_VALIDATION_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"
}
2
{

arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWY7UKBBUOYKCGAC",
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"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED",

"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

12

"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BLQT4A0OMTD3EUVH",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_SNS_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
17
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/1IDMKTYF485VWDY4B",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_LOG_GROUP_POLICY",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

13
"statusSummary": {
"status": "SUCCEEDED"

}
2
{
"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/67BITDSPDX8OMRQ5",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-

GR_CONFIG_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"

2
"statusSummary": {
"status": "SUCCEEDED"

}
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}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B10HG7B400FQECGI",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
b
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/RWXUO3CC34JI8JES",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_AUDIT_BUCKET_LOGGING_ENABLED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/B10HG8WOMECVBAQ6",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
2
"statusSummary": {
"status": "SUCCEEDED"

}
}I
{

"arn": "arn:aws:controltower:us-east-
1:868019806240:enabledcontrol/BI0OMNNR4ZTFBFOOQ",
"controlldentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED",
"driftStatusSummary": {
"driftStatus": "NOT_CHECKING"
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}I

"statusSummary": {
"status": "SUCCEEDED"

}
tshen@ubun221016:~S

At this point, you are fully in control over your Control Tower and your Organization, and you
are ready to standardize, enhance, and fine-tune your AWS multi-account environments using
Control Tower by Control Tower API as well as AWS Management Console, the GUI interface.
Your choice of API, in this article, is AWS CLI for Linux, commonly used by AWS administrators
and other IT professionals.

Control Tower Documentation

Control Tower Documentation consists of five documents. See Figure 35 below
Figure 36 — Control Tower Documentation

aws Getstarted  Service guides  Developertools Al resources | @ Search in this produc

AWS Control Tower Documentation

AWS Control Tower is a service that enables you to enforce and manage governance rules for security, operations, and compliance at scale across all your
organizations and accounts in the AWS Cloud.

User Guide Security Information Controls Reference Guide

Describes key concepts for AWS Control Tower. Provides security and compliance details for Describes key concepts and reference pages for
Provides instructions for setting up and using a AWS control catalog users. working with Control Tower controls to create a
landing zone, a secure and compliant multi- LML | PDF secure and compliant multi-account

account AWS environment for enterprises or HTML | POF environment for enterprises or organizations at
organizations at scale. scale.

HTML | PDF HTML | PDF

AWS Control Tower API Reference Control Catalog API Reference

Describes all the API operations for AWS Describes all the API operations for the control

Control Tower in detail. Also provides details of catalog that is part of AWS Control Tower, in

request and response syntax errors for the detail. Also provides details of request and

supported web services protocols. response syntax errors for the supported web

services protocols.
HTML | PDF

HTML | PDF

https://docs.aws.amazon.com/controltower/
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Summary

When an enterprise or a large organization leverages AWS for its IT operations, it always has multiple
AWS accounts to meet its various needs. AWS Organizations, Landing Zones, and Control Tower are all
AWS services designed to help AWS customer to best manage its multi-account environments.

AWS Organizations is a service that helps centrally manage and govern multiple AWS accounts. It
enables you to create a hierarchy of accounts, apply policies for security and compliance, and share
resources efficiently.

AWS Landing Zone is a solution (now part of AWS Control Tower) that provides a pre-configured,
secure, multi-account AWS environment based on best practices. It automates the setup of a baseline
environment, helping organizations scale quickly while maintaining security and compliance.

AWS Control Tower is a service that simplifies the setup and governance of a secure, multi-account AWS
environment, building on Landing Zones. It provides an orchestrated way to deploy and manage a
landing zone with best practices.

In this article, we quickly toured a simple Organization that Control Tower created. We also showed how
to make Control Tower API calls with AWS CLI on a Linux host, a tool commonly used by AWS
administrators and other IT professionals. Please send your comments and suggestions to
tshen@datacommlab.com and your feedback will be very much appreciated.
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