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Glossary 
Term Description 

AWS Amazon Web Services 

BA Billing Alarm/Alert 
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Introduction 
 

By default only the root user can access AWS billing information. A common practice is using 
CloudWatch alarm feature to send alerts by email or by mobile simple text messages to 
designated alert recipients when billing exceeds certain thresholds. A recipient doesn’t have to 
be an AWS IAM user.  
 
CloudWatch works in conjunction with IAM service and SNS (Simple Notification Service) so as 
to deliver billing alarms to recipients in such as fashion.  
 

Billing Alarm (BA) Setup Procedure 
 

BA setup procedure includes the following steps 
1. Root user creates IAM user and group with Administrator permission policy, if such a 

user and group do not already exist. The user created is a non-root, Admin user.  
2. Root user activates IAM user/role access to billing information 
3. Admin user creates Billing Access policies 
4. Admin user creates BA SNS topic, if it does not already exists 
5. Admin user creates BA SNS topic subscription for a designated subscriber to receive 

alerts by email 
6. The subscriber confirms the SNS topic subscription email  
7. Admin user creates an alarm in CloudWatch and associates the alarm as the publisher 

with th SNS topic 
 
Here below is an example of going by this setup procedure with screen shots attached for 
illustration purposes. 
 

Step 1 – Creating Admin user and group 
 

Create an Admin user account if it does not already exist. In this example, Admin account 
already exists. Admin user name is “shladmin” 
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Figure 1 – Admin user shladmin 
 

 
 

Select and open the user. Make sure the user has “AdministratorAccess” policy attached.  
 
Figure 2 – AdministratorAccess policy attached to Admin user 
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Create an Admin group if it does not already exist. In this example, the group already exists. 
Group name is “svc-admin”. The group has two users. “shladmin” is one of the users.  
 

Figure 3 - Group svc-admin 

 
 

Step 2 - Activating IAM user/role access to billing information 
  

Login in as root user. Click on My account at the right corner on Navigation Bar to display 
Account Settings 
 
Figure 1 – Root account settings 
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Scroll down to find “IAM User and Role Access to Billing Information” 
 
Figure 2 –IAM User and Role Access to Billing Information 
 

 
 

Click on “Edit” on the right. “Activate IAM Access” shows up 
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Figure 3 – Activate IAM Access 
 

 
Click “Activate”. The message “IAM user/role access to billing information is activated” displays 
in response. 
 
Figure 4 – IAM user/role access to billing information is activated 
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Step 3 – Creating billing access policies 
 

Sign out as the root user. Sign back in as Admin user 
 
Figure 5 – Admin opens up IAM console and selects Policies  

 
 

In Filter policies search box, type “Billing” to bring up Billing Policy. Open Billing Policy. Create 
Full Access Policy 
 
Figure 6 – Creating Full Access policy 
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Name the full access policy in accordance with your established naming convention. 
 

Figure 7 – Naming the full access policy  

 
 

Click Create Policy. Policy created 
 
Figure 8 – The full access policy created 

 
 

Create Read-only policy. Check “Read” under Access level 
 
 
Figure 9 – Creating Read-only policy 
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Figure 10 – Naming the read-only or view-only policy 

 
 
 
 
 

Click Create policy 
 
 
 

Figure 11 – The view-only policy created 
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Select Admin group svc-admins  
 
Figure 12 – Admin Group svc-admins selected 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Open up Admin group svc-admins.  
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Figure 13 – Admin group svc-admins with Users tab showing two users 
 

 
Select Permissions tab 
 
Figure 14 – Permissions tab 

 
 

Locate the created billing information access policies by using Filer search box. Two policies 
show up. Select View-only policy.  
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Figure 15 – View-only policy selected for it to be attached  

 
 

Click Attach policy 
 
View Policy (optional) 
 
Figure 16 – View Policy 

 
 
 

Verify that Admin user shladmin can access and view billing information 
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Figure 17 – Viewing billing information 

 
 
 

Step 4 – Creating SNS topic  
 

Create SNS Topic for BA. Open up SNS Console. Name a new SNS topic per your naming 
convention 
 
Figure 18 – SNS Console 
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Figure 19 – Creating SNS topic (continued) 

 
 

Click Create topic. SNS topic created 
 
Figure 20 – SNS topic created 
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Step 5 – Creating Subscription 
 

Figure 21 – Creating subscription 

 
 

Click Create subscription 
 
Figure 25 – Subscription created, pending confirmation 

 
 
 

Click to confirm when receiving the confirmation email 
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Figure 26 – SNS subscription confirmation email received, click to confirm 

 
 

Figure 27 – Subscription confirmed 

 
 

Verify in SNS Console the subscription is confirmed as well 
  
Figure 28 – Subscription confirmed in SNS Console 
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Step 6 – Creating CloudWatch Alarm 
Open up CloudWatch Console.  
 
Figure 29 – CloudWatch Console 

 
 

Click Billing in Navigation Pane 
 
 

Figure 30 – Billing alarms 

 
 

Click Create alarm. Specify metric and conditions 
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Figure 31 – Specify metric and conditions 

 
 

Configure actions 
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Figure 32 – Configuring actions 
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Figure 33 – Add alarm description  

 
Give a unique name per your naming convention. Click Next 
 
Figure 34 – Creating alarm 

 
 



How to Set up AWS CloudWatch Billing Alarms 

 

V0.1 Page 22 
 

Click Create alarm 
Alarm created 
 
Figure 35 – Alarm created 

 
 

Select and open the newly created alarm and verify the details 
 
Figure 36 – Alarm graph 

 
 
 

CloudWatch BA setup is thus completed. This BA will send billing alert emails to BA recipient 
when billing estimated charge exceeds $10 in a 6-hour period.  

Summary 
In order to minimize your AWS cost and maximize your returns, you need to closely monitor 
your billing. Using CloudWatch to keep watching AWS estimated charges regularly is one way to 
save money. Billing monitoring helps raising your AWS usage efficiency by bringing your 
attention to unnecessary usages so you can reduce them. Billing monitoring also helps you in 
identifying incorrect charges and engaging AWS timely for them to investigate and remove 



How to Set up AWS CloudWatch Billing Alarms 

 

V0.1 Page 23 
 

those charges. Considering how vast and complex AWS services and their pricing models are, 
incorrect billings from AWS do occur, and such occurrences are not uncommon, though 
unintentional by AWS. What was introduced in this article offers you a way to do both in 
keeping your AWS cost down. 
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