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How to Set up AWS CloudWatch Billing Alarms

Glossary

Term Description

AWS Amazon Web Services

BA Billing Alarm/Alert
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How to Set up AWS CloudWatch Billing Alarms

Introduction

By default only the root user can access AWS billing information. A common practice is using
CloudWatch alarm feature to send alerts by email or by mobile simple text messages to
designated alert recipients when billing exceeds certain thresholds. A recipient doesn’t have to
be an AWS IAM user.

CloudWatch works in conjunction with IAM service and SNS (Simple Notification Service) so as
to deliver billing alarms to recipients in such as fashion.

Billing Alarm (BA) Setup Procedure

BA setup procedure includes the following steps
1. Root user creates IAM user and group with Administrator permission policy, if such a
user and group do not already exist. The user created is a non-root, Admin user.

2. Root user activates IAM user/role access to billing information

3. Admin user creates Billing Access policies

4. Admin user creates BA SNS topic, if it does not already exists

5. Admin user creates BA SNS topic subscription for a designated subscriber to receive
alerts by email

6. The subscriber confirms the SNS topic subscription email

7. Admin user creates an alarm in CloudWatch and associates the alarm as the publisher

with th SNS topic

Here below is an example of going by this setup procedure with screen shots attached for
illustration purposes.

Step 1 — Creating Admin user and group

Create an Admin user account if it does not already exist. In this example, Admin account
already exists. Admin user name is “shladmin”
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Figure 1 — Admin user shladmin

aw. = Services v Resource Groups ~ *

Identity and Access -
ty . Delete user

Management (IAM)

+ AWS Account (993636883118
( ) Q Find users by username or access key

Dashboard
Groups User name « Groups
Users ret-dba03 ret-dba
Roles ret-lead ret-udev
Palicies ret-udev-01 ret-udev
laentity providers ret-udev-02 ret-udev
Account settings
ret-ueng-01 ret-ueng
Credential report
ret-ueng-02 ret-ueng
Q, Search IA
ret-uoper-01 ret-uoper
v AWS Organizations ret-uoper-02 ret-uoper
Organization activity ret-wdev-01 ret-wdev
Service control policies (SCPs
P : ! ret-wdev-02 ret-wdev
#|  shladmin svc-admin
svc-admin svc-admin

Select and open the user. Make sure the user has “AdministratorAccess” policy attached.

Figure 2 — AdministratorAccess policy attached to Admin user

;‘ly‘v’% Services ~ Resource Groups ~ *
Identity and Access Users » shladmin
Management (IAM) 1
~ AWS Account (393636883118) Summary
Dashboard
Groups User ARN arn:aws:iam: 993636883118:user/shladmin €3
Users Path
Roles Creation time  2018-12-19 17:04 CST
Policies Permissions Groups (1) Tags (1) Security credentials Access Advisor

Identity providers

Account seffings « Permissions policies (3 policies applied)

Credential report Add permissions

Q, Search IA
Policy name
+ AWS Organizations Attached directly

Organization activity » AdministratorAccess

Service confrol policies (SCPs)
Attached from group

Show 2 more

~ Permissions boundary (set)
Set a permissions boundary to control the maximum permissions this user can have. This is not a cor
Change boundary Remove boundary

» AdministratorAccess (Job function policy)
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Create an Admin group if it does not already exist. In this example, the group already exists.
Group name is “svc-admin”. The group has two users. “shladmin” is one of the users.

Figure 3 - Group svc-admin

aWE’Y Services v Resource Groups *
Identity and Access 1AM > Groups = svc-admin
Management (IAM) 1 Summary
-
+ AWS Account (993636883118)
Group ARN: arn:aws:iam:993636883118:group/svc-admin £
Dashboard
ashboar Users (in this group): 2
Groups Path:
Users Creation Time: 2019-01-29 07:15 CST
Roles
Palicies

Users Permissions Access Advisor
|dentity providers

Account settings This view shows all users in this group: 2 Users

Credential report

Q s h 1A User Actions
& shladmin Remove User from Group
~+ AWS Organizations
& svc-admin Remove User from Group
Organization activity

Service control policies (SCPs)

Step 2 - Activating IAM user/role access to billing information

Login in as root user. Click on My account at the right corner on Navigation Bar to display
Account Settings

Figure 1 — Root account settings

aws Services v  Resource Groups v %

L sHL+  clobal +  Support +

Home ~Account Settings Edit &2
Cost Management

Cost Explorer Account Id: 993636883118

Budgets Seller: AWS Inc
Account Name:  SHL
Budgets Reparts Password: ™

Cost & Usage Reports

Cost allocation tags ~ Contact Information Eat
Billing Please note that updating your contact information on this page will not update the information displayed on your PDF Inveices. If you wish to update the billing address information
assodiated with your Invoice, please edit it through the Payment Methods page, located here.
Bills
Orders and invoices Full Name: Tony Shen
Address: 11412 Enclave Lake Ln
Credits City: Pearland
State: TX
Preferences Postal Code: 77584
Country: US
Bill f
fing preferences Phone Number: 7134441025
Payment methods Company Name:  Shen Holdings
Website URL:
Consolidated billing
Tax setiings
~Payment Currency Preference Edit

WS services are priced in US Dollars. I you prefer to pay in a different currency, AWS can charge your Visa or MasterCard in any of the currencies below. Your credit card issuer may
charge a fee for transactions in other currencies. You can change your cunency preference any time. View Terms and Conditions

Selected Currency:  USD-US Dollar  Change my payment currency

~ Alternate Contacts Edt

In order to keep the right people in the loop, you can add an altemate contact for Biling, Operations, and Security communications. To specify an altenate contact, click the Edit
utton.
Please note that, as the primary account holder, you vill continue to recsive all email communications

Billing @

Contact: MNone
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Scroll down to find “IAM User and Role Access to Billing Information”

Figure 2 —IAM User and Role Access to Billing Information

US West (N. California) Enabled by default
Asia Pacific (Singapore) Enabled by default
Asia Pacific (Sydney) Enabled by default
Canada (Central) Enabled by default
~|AM User and Role Access to Billing Information Edt

ou can give |AM users and federated users with roles permissions to access billing information. This includes access to Account Settings, Payment Methods, and Report pages. You
control which users and roles can see billing information by creating |AM policies. For more information, see Controlling Access to Your Billing Information.

IAM userfrole access to billing information is deactivated.

¥ Reserved Instance Marketplace Settings

The Reserved Instance Marketplace gives you the flexibility to sell the remaining full months on your Reserved Instances. Manage your Reserved Instance Marketplace disbursement
and tax information using options below

Manage Seller and Bank Account Information
‘You can update your business name and bank account information so we can disburse funds to the appropriate location

Manage Tax Settings

Change your tax information so that your 1099K or W-88EN is generated appropriately. Setting this information up also allows you to sell more than 200 transactions or $20,000 in
Reserved Instances

~ Account Contract Information Edit

If this account is being used to service public sector customer, please provide the contract details in the fields below.

Is this account being used to service a public sector customer? @
End User Organization Name: @ None

Contract Name: @ MNone
Contract Number: @ None
e

Task or Purchase Order Number: MNone

¥ Communication Preferences

Click on “Edit” on the right. “Activate IAM Access” shows up
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Figure 3 — Activate IAM Access

US West (N. California) Enabled by default
Asia Pacific (Singapore) Enabled by default
Asia Pacific (Sydney) Enabled by default
Canada (Central) Enabled by default

~ 1AM User and Role Access to Billing Information

You can give |AM users and federated users with roles permissions to access billing ion. This includes access to Account Settings, Payment Methods, and Report pages. You
control which users and roles can see billing information by creating IAM policies. For more information, see Controlling Access to Your Billing Information

Activate IAM Access

~Reserved Instance Marketplace Settings

The Reserved Instance Markstplace gives you the flexibility to sell the remaining full months on your Reserved Instances. Manage your Reserved Instance Marketplace disbursement
and tax infermation using options belaw.

Manage Seller and Bank Account Information
You can update your business name and bank account information so we can disburse funds to the appropriate location

Manage Tax Settings

Change your tax information so that your 1099K or W-88EN is generated appropriately. Setting this information up also allows you to sell mere than 200 transactions or $20,000 in
Reserved Instances

~ Account Contract Information Edit

If thig account is being used to service public sector customer, please provide the contract details in the fields below.

I this account being used to service a public sector customer? @
End User Organization Name: @ None

Contract Name: @ None
Contract Number: @ None
Q

Task or Purchase Order Number: None

Click “Activate”. The message “IAM user/role access to billing information is activated” displays
in response.

Figure 4 — IAM user/role access to billing information is activated

US West (N. California) Enabled by default
Asia Pacific (Singapore) Enabled by default
Asia Pacific (Sydney) Enabled by default
Canada (Central) Enabled by default
~|AM User and Role Access to Billing Information Edit

YYou can give IAM users and federated users with reles permissions to access billing information. This includes access to Account Settings, Payment Methods, and Report pages. You
control which users and roles can see billing information by creating IAM policies. For more information, see Controlling Access to Your Billing Information.

IAM userfrole access to billing information is activated.

~Reserved Instance Marketplace Settings

The Reserved Instance Marketplace gives you the flexibility to sell the remaining full menths on your Reserved Instances. Manage your Reserved Instance Marketplace disbursement
and tax information using options below

Manage Seller and Bank Account Information
‘You can update your business name and bank account information so we can disburse funds to the appropriate location

Manage Tax Settings

Change your tax information so that your 1039K or W-88EN is generated appropriately. Setting this information up also allows you to sell more than 200 transactions or 520,000 in
Reserved Insiances

~ Account Contract Information Edil

If this account is being used to service public sector customer, please provide the contract details in the fields below:

Is this account being used to service a public sector customer? @
End User Organization Name: @ Nene

Contract Name: None

None

Q
Contract Number: @ None
Task or Purchase Order Number: @
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Step 3 — Creating billing access policies

Sign out as the root user. Sign back in as Admin user

Figure 5 — Admin opens up IAM console and selects Policies

Services v  Resource Groups v %

Identity and Access Policy actions v 2 ule
Management (IAM) ‘
w AWS Account (993636883118) Filtor policies « | Q earch Showing SGBlresilts
Dashboard
Groups Policy name ~ Type Used as Description
Users > AdministratorAccess Job function Permissions policy (8), Boundary (1) Provides full access to AWS services and resources
Roles N AlexaF orBusinessDeviceSetup ANS managed one Provide device setup access to AlexaForBusiness senvices
Policies » AlexaF orBusinessFullAccess AWS managed one Grants full access to AlexaForBusiness resources and access {0 related AWS Senvices
Identy providers N AlexaF orBusinessGatewayExecution AWS managed one Provide gateway execution access to AlexaForBusiness services
Account settings
, MlexaF orBusinessNetworkProfileServicaPolicy NS managed Vone This policy enables Alexa for Business to perform automated tasks scheduled by your network profiles
Credential report
» AlexaForBusinessPolyDelegatedAccessPolicy ANS managed Vone Provide access to Poly AVS devices
Q A
» AlexaF orBusinessReadOnlyAccess ANS managed one Provide read only access to AlexaForBusiness services
~ AWS Organizations ’ AmazonAPIGatewayAdministrator VS managed one Provides full access to create/edit/delete APls in Amazon AP| Gateway via the AWS Management Console

Organization activity , AmazonAPIGatewaylnvokeFullAccess ANS managed one Provides full access to invoke APIs in Amazon AP| Gatevay

Senice control policies (SCPs)

» AmazonAPIGatewayPushToCloudWatchLogs ANS managed one Allows AP| Gateway to push logs to user's account.

» AmazonAppStreamFullAccess AWS managed one Provides full access to Amazon AppStream via the AWS Management Console

’ AmazonAppStreamReadOnlyAccess AWS managed one Provides read only access to Amazon AppStream via the AWS Management Console.

y AmazonAppStreamServiceAccess AWS managed one Default policy for Amazon AppStream service role

» AmazonAthenaFullAccess ANS managed Norre Provide full access to Amazon Athena and scoped access to the dependencies needsd to enable querying, ..
3 AmazonChimeFullAccess AWS managed one Provides full access to Amazon Chime Admin Console via the ANS Management Console

» AmazonChimeReadOnly VS managed one Provides read only access to Amazon Chime Admin Console via the AWS Management Console.

> AmazonChimeSenviceRolePolicy ANS managed one Enables access to AWS Resources used or managed by Amazon Chime

» AmazonChimeUserManagement AWS managed one Provides user management access to Amazon Chime Admin Console via the AWS Management Console
» AmazonChime\oiceConnectorServiceLinkedRol...  AWS managed one Managed policy for Service Linked Role for Amazon Chime VoiceConnector

» AmazonCloudDirsctoryFullccess AWS managed one Provides full access to Amazon Cloud Directory Service.

Feedback (@ English (US)

In Filter policies search box, type “Billing” to bring up Billing Policy. Open Billing Policy. Create
Full Access Policy

Figure 6 — Creating Full Access policy

Services v Resol

Create po

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
TVisual editor | JSON Import managed policy
Expand all | Collapse al

~ Billing (Al actions) Clone | Remove

» Service Biling

~ Actions  Specify the actions allowed in Billing Switch to de

Q, Filter a
; Manual actions (add actions)
Al Billing actions (aws-portal:*)

y permissions @

i Access level Expand all | Collapse al
| » 7 Read (4 selected)
» [ Write (3 selected)

Resources Al

» Request conditions equest conditions (optional)

© Add additional permissions
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Name the full access policy in accordance with your established naming convention.

Figure 7 — Naming the full access policy

Services v  Resource Groups v %

Review policy
Name* | o1-a01-alir--giampol-all-999-BillingFullAccess

Use alphanumeric and +=_ @-_ characlers. Maximum 128 characlers

Description | Organization 1 Account 01 All regions, Global Servica [AM Policy All environments all Billng Full Access

Maximum

characters. Use alphanumeric and ‘s

Summary

Q Filter

Service Resource

Request condition

Allow (1 of 201 services) Show remaining 200

Billing Full access All resources None

— Concet | provious

Feedback (@ English (US)

Click Create Policy. Policy created

Figure 8 — The full access policy created

Identity and Access
Management (IAM) ‘ @ o1-a01-allr-giampol-all-999-BillingFullAccess has been created
w» AWS Account (393636883118)

Dashboard Policy actions ~ EaaSale®

Groups
Users Filter policies ~  Q Search Showing 569 results
Roles
Policy name ~ Type Used as. Description
Policies
» AdministratorAccess Job function Permissions policy (8), Boundary (1) Provides full access to AWS services and resources.
Identity providers
Account setings » AlexaForBusinessDeviceSetup AWS managed Provide device setup access to AlexaForBusiness sevices
Credenial report » AlexaForBusinessFullAccess WS managed Grants full access to AlexaForBusiness resources and access to related AWS Senvices
Q » AlexaForBusinessGatewayExecution AWS managed Provide gateway execution access to AlexaForBusiness services
» AlexaForBusinessNetworkProfileServicePolicy  AWS managed This policy enables Alexa for Business to perform automated tasks scheduled by your network profies.
+ AWS Organizations
3 AlexaForBusinessPolyDelegatedAccessPalicy AWS managed Provide access to Poly AVS devices
Organization activity
y AlexaForBusinessReadOnlyAccess AWS managed Provide read only access to AlexaForBusiness services

Service control policies (SCPs)

> AmazonAPIGatewayAdministrator AWS managed Provides full access to create/edit/delete APIs in Amazon AP| Gateway via the AWS Management Console.
> AmazonAPIGatewaylnvokeFullAccess AWS managed Provides full access to invoke APIs in Amazon API Gateway.

’ AmazonAPIGatewayPushToCloudWatchLogs AWS managed Allows AP Gateway to push logs to user's account

» AmazonAppStreamFullAccess AWS managed Provides full access to Amazon AppStream via the AWS Management Console.

y AmazonAppStreamReadOnlyAccess WS managed Provides read only access to Amazon AppStream via the AWS Management Console.

» AmazonAppStreamSenviceAceess AWS managed Defautt policy for Amazon AppStream service role

y AmazonAthenaFullAccess WS managed Provide full access to Amazon Athena and scoped access to the dependencies needed to enable queryin...
» AmazonChimeFullAccess WS managed Provides full access to Amazon Chime Admin Cansole via the AWS Management Console.

y AmazonChimeReadOnly WS managed Provides read only access to Amazon Chime Admin Console via the AWS Management Console

» AmazonChimeServiceRolePolicy WS managed Enables access to AWS Resources used or managed by Amazon Chime

’ AmazonChimeUserManagement WS managed Provides user management access to Amazon Chime Admin Console via the AWS Management Console.

@ Feedback @ English (US) . inc. orts Privacy Policy  Terms of Use

Create Read-only policy. Check “Read” under Access level

Figure 9 — Creating Read-only policy
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Services v  Resource Groups ~ Support

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor | JSON Import managed policy
Expand all | Collapse all

~ Billing (4 actions) Clone  Remove

» Service Billing

w Actions  Specify the actions allowed in Billing Switch to
close

y permissions @

Manual actions (add actions)
Al Biling actions (aws-portal")
Access level Expand all | Collapse a
» & Read (4 selected)
» (O Write

Resources

» Request conditions Specify request conditions (cptional)

© Add additional permissions

Feedback (@ English (US) 9 o Privacy Policy  Terms of Use

Figure 10 — Naming the read-only or view-only policy

Services v  Resource Groups v % A Global v Support v

Review policy
Name* = o1-a01-allr--giampol-all-939-BillingViewAccess

Use alphanumeric and '+, @- ' characters. Maximum 128 characters.

Description | Organization 1 Account 01 All Regions Global Service 1AM Policy all environments all Biling View Accesq

Maximum 1000 characters. Use alphanumeric and @-_' characters.
Summary
Q Fitter
Service Access level Resource Request condition

Allow (1 of 201 services) Show remaining 200

Billing Full: Read All resources. None

“Requred Concel | Prvious .

Feedback @ Ens Privacy Poficy  Tenms of

Click Create policy

Figure 11 — The view-only policy created

V0.1 Page 10



How to Set up AWS CloudWatch Billing Alarms

Services v  Resol

Global

Identity and Access
Management (IAM) ‘ ©@ o1-a01-allr-giampol-all-999-BillingViewAccess has been created
w AWS Account (393636883118)

Dashbosrd Policy actions ~ SalaSalnl

Groups

Users Filter policies ~  Q Search Showing 570 results

Roles "

Policy name v Type Used as Description
Policies
) ) > AdministratorAccess Job function Permissions policy (8), Boundary (1)  Provides full access to AWS services and resources

Identity providers

Account settings » AlexaForBusinessDeviceSatup AWS managed e Provide device setup access to AlexaF orBusiness services

Credential report » AlexaForBusinessFullccess AWS managed e Grants full access to AlexaForBusiness resources and access to related AWS Services

a A » AlexaForBusinessGatewayExecution AWS managed e Provide gateway execution access to AlexaForBusiness services
» AlexaForBusinessNetworkProfileServicePolicy WS managed e This policy enables Alexa for Business to perform automated tasks scheduled by your network profiles.

~ AWS Organizations

» AlexaForBusinessPolyDelegatedAccessPolicy  AWS managed e Provide access to Poly AVS devices

Organization activity

) » AlexaForBusinessReadOnlyAccess WS managed e Provide read only access to AlexaForBusiness services

Service control policies (SCPs) ’
» AmazonAP| Gateway Administrator WS managed e Provides full access to createfedit/delete APls in Amazon AP| Gateway via the AWS Management Console
» AmazonAP|GatewaylnvokeFullAccess WS managed e Provides full access to invoke APls in Amazon API Gateway
» AmazonAP| GatewayPushToCloudWatchLogs WS managed e Allows AP| Gateway to push logs to user's account
3 AmazonAppStreamFullAccess WS managed e Provides full access to Amazon AppStream via the AWS Management Console
» AmazonAppStreamReadOnlyAccess AWS managed one Provides read only access to Amazon AppStream via the AWS Management Console
» AmazonAppStreamServiceAccess WS managed one Default policy for Amazon AppStream service role.
» AmazonAthenaFullAccess AWS managed one Provide full access to Amazon Athena and scoped access to the dependencies needed to enable queryin
» AmazonChimeF ull Access AWS managed Provides full access to Amazon Chime Admin Console via the AWS Management Console
» AmazonChimeReadOnly AWS managed e Provides read only access to Amazon Chime Admin Console via the AWS Management Console
3 AmazonChimeServiceRolePolicy AWS managed e Enables access to AWS Resources used or managed by Amazon Chime
> AmazonChimeUserManagement AWS managed e Provides user management aceess to Amazon Chime Admin Console ia the AWS Management Console.

Feedback @ End

acy Policy  Terms of

Select Admin group svc-admins

Figure 12 — Admin Group svc-admins selected

Services v  Resource Groups ~

o e _ ;
ate New G Gi Acti - <
Management (IAM) . cate roup roup Actions 2

v AWS Account (393636883118) .
Showing 9 results.

Dashboard
Groups (] Group Name ¢ Users Inline Policy Creation Time $
Users [ retdba 3 2019-06-19 17:02 CST
Roles -
O retudev 5 2018-12-03 11:47 CST
Policies
) retueng 2 2018-12-03 11:44 CST
Idenity providers
) retuoper 2 2018-12-03 11:46 CST
Account settings
st-wdev 2 -12-4 0
Credentil repor [ retude 2018-12-03 11:30 CST
a sve-admin 2 2019-01-29 07:15 CST
()  whsudev 2 2018-12-03 11:34 CST
= AWS Organizations () whsueng 2 2018-12-03 11:50 CST
Organization activity O whs 2 2018-12-03 11:33 CST

Service control policies (SCPs)

Open up Admin group svc-admins.
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Figure 13 — Admin group svc-admins with Users tab showing two users

Services v Resource Groups ~ %

Giobal ~  Support v
Identity and Access IAM > Groups > svc-admin
Management (IAM) ‘
~ Summary
v AWS Account (993636883118)
Group ARN: am:awsiam:993636883118:groupfeve-admin )
Dashboard
Users (in this group): 2
roups Path: I
Users Creation Time: 2019-01-29 07:15 CST
Roles
Policies —_—
Users || Permissions  Access Advisor
Identity providers

Account setings This view shows all users in this group: 2 Users
Credential report

Q

Remove Users from Group | Add Users o Group

User Actions

& shladmin Remove User from Group
» AWS Organizations
Organization activity & sve-admin

Remove User from Group
Serviee control policies (SCPs)

Select Permissions tab

Figure 14 — Permissions tab

Services v  Resource Groups ~ %

Global ¥ Support ~
Identity and Access IAM > Groups > sve-admin
Management (IAM)
~ Summary
w AWS Account (393636883118)
Group ARN: am:aws:iam:993636883118:group/sve-admin €3]
Dashboard
Users (in this group}: 2
- Path:
Users Creation Time: 2019-01-29 07:15 CST
Roles
Policies PR
Users. Permissions Access Advisor
Identity providers
Account settings
) Managed Policies ~
Credential report
Q The following managed policies are attached ta this group. You can attach up to 10 managed policies.
Attach Policy
~ AWS Organizations
Organization activty Policy Name: Actions
Service control policies (SCPs) AdministratorAccess Show Policy | Detach Policy | Simulate Policy
Inline Policies v

@ Feedback @ Engl

Privacy Poicy  Terms of Use.

Locate the created billing information access policies by using Filer search box. Two policies
show up. Select View-only policy.
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Figure 15 — View-only policy selected for it to be attached

Services v  Resource Groups v %

Attach Policy Attach Policy

Select one or more policies to attach. Each group can have up to 10 policies attached.

Filter: Policy Type~ | o1-a01 Showing 2 results.
Policy Name # Attached Enities & Creation Time &

C] o1-a01-alir-giampol-all-999-BillingFullAccess 0 2019-11-04 17:04 CST

o1-a01-alir-giampol-all-999-BillingViewAccess 0 2019-11-04 17:11 CST

[SU  Attach Policy

Click Attach policy
View Policy (optional)

Figure 16 — View Policy

Show Policy

-portal:ViewPaymenthethods”,
",

Cancel

Verify that Admin user shladmin can access and view billing information
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Figure 17 — Viewing billing information

Services v  Resource Groups ~ % £ shladmin Global ~  Support v

Billing & Cost Management Dashboard ]
Gost Management
Cost Explorer 0 Getting Started with AWS Billing & Cost Management Month-to-Date Spend by Service Bill Details
« Manage your costs and usage using AWS Budgets

Budgets v shows the o jice s
« Visusive your cost civrs and usage trends ia Cost Explorar The chart below shows the proportion of costs spent for each service you use:

Budgets Reports « Dive deeper into your costs using the Cost and Usage Reports with Athena integrtion
Cost & Usage Reports « Learn more: Check out the AWS What's New webpage
Cost allocation tags Do you have Reserved Instances (Ris)?

+ Access the R Utiization & Coverage reporis—and Rl purchase recommendations—ia
iling Cost Explorer

Bills $0.49

Orders and invoices

Spend Summary Cost Explorer
Credits
Welcome to the AWS Billing & Cost Management console: Your last month, month-to-date, and month-end
Preferences forecasted costs appear below. . SecurityHub $0.25
Biling preferences .
Gurrent month-to-date balance for November 2019
Payment methods | S $0.13
Consolidated bill O 49 .
onsoles Hing $ . SecretsManager $0.05
Tax settings
8 RDS $0.03
W Otner Services $0.00
%
Tax $0.03
5416 54.16
* Total $0.49
$2
50.49
$0
Last Month Month-to-Date Forecast
(Oclober 2019) (November 2015) (November 2019

» Important Information about these Costs

Step 4 — Creating SNS topic

Create SNS Topic for BA. Open up SNS Console. Name a new SNS topic per your naming
convention

Figure 18 — SNS Console

Services v  Resource Groups v % 0 shladmin @ 8~ N.Viginia v Support v

Amazon Simple Notification
Service Create topic

Pub/sub messaging for
microservices and serverless (e s )
applications.

Pricing
Benefits and features

Reliably deliver messages with durability Automatically scale your workload

Documentation 2

V0.1 Page 14



How to Set up AWS CloudWatch Billing Alarms

Figure 19 — Creating SNS topic (continued)

aws Services v  Resource Groups ~ %
Amazon SNS X AmazonSNS » Topics > Create topic
Dashboard Create topic
Topics
Subscriptions Details
w Mobile
Mame

Push notifications
i 01-201-use1-rsnstop-all-999-BillingNotification
Text messaging (SMS)

Madmum 256 d ) and underscares {_)

Can Include alphanumeric characters,

Display name - gptional
To use this topic with SMS subscriptions

a display name. Only the first 10

01-201-use1-rsnstop-all-899-BillingNotification

Maximum 100 characters, including hyphens (-) and underszores ().

» Encryption - optional

i20n SNS provides In-transit encryption by default. Enabling server-side encryption adds at-rest encryption to your ¢

» Access policy - optional

This policy defines whe can access yx

owner can publish or subscribe to the topic. Info

» Delivery retry policy (HTTP/S) - optional

on SNS retries failed deliveries to HTTP/S endpoints. To modify the default set; expand this section. Info

The p

icy defines how Am.

» Delivery status logging -

These settings ure the logging of

Watch Logs. Info

v Tags - optional
A tag is a metadata Label that you can assign to an Amazon SNS
track your costs. Learn mare [

opic. Each tag consists of a key and an optional value. You can use tags to search and filter your topics and

Key Value - optional

Q Mame x Q o1-301-usel-rsnstop-all-299-BillingMotific X

Cancel Create topic

Click Create topic. SNS topic created

Figure 20 — SNS topic created

aws Services ~  Resource Groups ~ %

Amazon SNS @ Topic 01-a01-use1-rsnstop-all-999-BillingNotification created successfully.
You can create subscriptions and send ages to them from this topic.

Dashboard

apics Amazon SNS > Topics -usel-rsns 99-BillingNatification

Subscriptions T e—

01-a01-use1-rsnstop-all-999-BillingNotification Publish messag
¥ Mobile

Push notifications Details

Text massaging (SMS)
Name Display name
©1-a01-use1-rsnstop-all-999-BillingNotification ©1-a01-use1-rsnstop-all-939-BillingMNotification
ARN Topic owner
AMaws:snsus-east-1:993636883118:01-a01-use 1-rsnstop-all-993-BillingNotification 993636883118

Subscriptions Access policy | Delivery retry policy (HTTP/S) Delivery status logging | Encryption | Tags

a 1 @
™ v Endpoint v Status v Protocol B

No subscriptions found

Create subscription
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Step 5 — Creating Subscription

Figure 21 — Creating subscription

Services v  Resource Groups ~ %

Create subscription

Details

Tapic ARN

Q amawssnsus-east-1:993636883118:01-a( X
Protacal

Email v
Endpaint

tony.sheng@live.com

@ After your subscription is created, you must confirm it. info

® Subscription filter policy - optional
This policy filters the messages that a subscriver receives. Info

Click Create subscription

Figure 25 — Subscription created, pending confirmation

aws

Services v  ResourceGroups ~ %

Amazon SNS PRl © Subscription to 01-201-use1-rsnstop-all-999-BillingNotification created successfully.
The ARN of the yscription is am aws:sns us-east-1,993636883118:01-a01-use 1-rsnstop-all-999-BillingNotification:4f8 79992-0a54-437f-9512-bfbc 74449977,

::::h:m Amazon SNS > Topics > o1-a01-usel-rsnstop-all-999-BillingNotification > Subscription: 4f879992-0a54-4374-95f2-bfbc74449977
s Subscription: 4f879992-0a54-437f-95f2-bfbc74449977
¥ Mobile
Push notifications Details
Text messaging (SMS)
ARN

amiawssnsus-east-1:993636883118:01-a01-use 1-rsnstop-all- 999-BillingNotification:4f879992-0a5 4-43 7f-
95f2-bfbc 74443977

Endpaint

tony.shen@live.com

01-201-use 1 -rsnstop-all-993-BillingNotification

Subscription filter policy
Subscription filter policy

No filter policy configured for this subscription.

To apply a filter policy, edit this subscription

Click to confirm when receiving the confirmation email
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Figure 26 — SNS subscription confirmation email received, click to confirm

H * w5 AWS Notification - Subscription Confirmation - Message (HTML)
il Message
- 2 Move to: 7 ° ( 3 [ Rules - 1 5 Find )
\ ignore x ) | 3 Someeing 8 Move to: % To Manager o ‘ & Rul ¥ .Ji ah 3 Fi ]
a4 Team E-mail " Done A OneNote o 3 Related -
5 Junk - Delete | Reply Reply Forward B pagre - ok & Poalat . N Move Mark Categorize Follow | Translate Zoom
& ul Al ¥ % Reply & Delete Create New . [ Adions * | ynread o Up - - W Select -
Delete Respond Quick Steps Move % Editing Zoor
From: 01-a01-usel-rsnstop-all-999-BilingNotification <no-reply@sns.amazonaws.com>
To: tony.shen@live.com
Ce
Subject: AWS Notification - Subscription Confirmation

You have chosen to subscribe to the topic:
ANAWS: SN us-enst-1:993636883118:01-a0 l-use L-rsnstop-all-999-BillingNotification

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation requests please send an email to sns-opt-out

Figure 27 — Subscription confirmed

amazon , o .
webservices- Simple Notification Service

Subscription confirmed!

You have subscribed tony.shen@live.com to the topic:
0l-a0l-usel-rsnstop-all-2992-BillinoNotification.

Your subscription’s id is:
arn:aws:sns:us-east-1:993636883118:01-a81-usel-rsnstop-all-999-
BillingNotification:4f879992-Ba54-437f-95f2-bfbc74449977

If it was not your intention to subscribe, click here to unsubscribe.

Verify in SNS Console the subscription is confirmed as well

Figure 28 — Subscription confirmed in SNS Console

Services v  Resource Groups v

3118 + N Virginia Support ~

Amazon 5NS x Amazon SNS T

amazor opics > 01-a01-use-rsnstop-all-999-BillingNotification > Subscription: 4{879992.0a54-4371-9542-bfboc74449977
Dashbioard Subscription: 4f879992-0a54-437f-95f2-bfbc74449977 Edit
Topics
Details
¥ Mobile
Push notifications ARN
Text messaging (SMS) am:aws:snsus-east-1:993636883118:01-201-usel-rsn 1-999-E g ation 418799 54-437F-

9562-bfbc 74443977

Endpaint

tony sheng@live.com
Topic

31-201-use-rsnstop-all-993-BillingNotification

Subscription filter policy

his poicy filters the mes bsariber receives. Info

Na filter policy configured for this subscription.

To apply a filter policy, edit this subscription

Edit
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Step 6 — Creating CloudWatch Alarm
Open up CloudWatch Console.

Figure 29 — CloudWatch Console

Services v  Resource Groups v

| cloudwatch

CloudWatch: Overview Time range 1h 3h 12h 1d 3d 1w custom - Actions v D
Dashboards
Alarms (  AMiresources -
x
© Update
Billing Anomaly Detec /ou can now enable machine leaming models to detect anomalous behavior of your metrics. Leamn more at the documentation page.
Events
Rules
Event Buses Alarms by AWS service @ Recent alarms &
Logs
Services
Insights
Metrics Status Alarm Insufficient | OK
Settings @ CloudWatch Events - -
Favorites e : : - Leam more about CloudWatch Alarms
©Adda dashboard @ Simple Notification Service - -
© Step Functions - -
© Usage . .
Default dashboard @
lame any Clou d CloudWatch-Default to Create a new CloudWatch-Default dashboard
Cross service dashboard &
CloudWatch Events View CloudWatch Events dashboard No alarms configured

Invocations Sum Failed Invocations Sum

Feedback (@ English (US)

Privacy Policy  Temms of

Click Billing in Navigation Pane

Figure 30 — Billing alarms

Services v  ResourceGroups v &

CloudWatch
@ Welistened to your feedback!

Dashboards In response fo your comments on usability, we enhanced our user interface. You get to preview our Improvements before we roll it out 1o everyone else. e
| Alarms 4
‘Switch to your original interface
CloudWiatch arms
Biling i -
Billing alarms Hide Auto Scaling alarms = Add to dashboard Action w
Events
Rules Q Search Aysiate v 1 @
Event Buses
Logs Name v | Stats < | Conditions Actions -
Insights
Metrics Amazan CloudWatch can help you monitar the charges on your AWS bill by sending you email alerts when charges excesd a threshold you define.
Settings Once you update your preferences in the Account Biling console, you wil begin receiving Amazon CloudWatch merics that reflect your month-to-date AWS charges. Then, you can create a billing alerm by specifying a spending threshold and an e-
mail address to notffy. Leam more about billing alerts
Favorites

You get 10 free alarms and 1,000 free e-mail notifications each month as part of the AWS Free Tier

© Add a dashboard

Click Create alarm. Specify metric and conditions

V0.1 Page 18



How to Set up AWS CloudWatch Billing Alarms

Figure 31 — Specify metric and conditions

aﬂ_ﬂ Services w Resource Groups -~ *

CloudWatch Alarms

Specify metric and
conditions

Specify metric and conditions

Metric Edit
Graph
i Namespace
AWS/Billing
s Metric name
o1-al1-use1-rchwmet-all-999-BillingEstimatedCharges
10
. Cumency
45 UsD
. Statistic
10029 1031 1 1103 Q. Maximum x
@ o1-a01-usel-rehwmet-all-988-BillingEstimatedCharges
Period
G hours w

Conditions

Threshold type:

0O Static Anomaly detection

Whenever o1-al1-use 1-rchwmet-all-993-BillingEstimatedCharges is

Greater/Equal erEqual Lower

| 10l + | usp

p Additional configuration

Cancel

Configure actions
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Figure 32 — Configuring actions

a__""f_s Services ~

CloudWatch Alarms Create

Specify metric and
condifions

Configure actions

Resource Groups ~ *

Configure actions

Notification

Whenever this alarm state is..

© inAlarm

Select an SHS topic

© Select an exisfing SNS fopic
Create new topic
Use topic ARN

Send a nofification to...

Q o1-a01-uselrsnstop-all-998-BilingMot 3¢

Email {endpoints)

tony.shen@live.com - View in SNS Console [

Add notification

Auto Scaling action

Add Auto Scaling action

EC2 action

Cancel

INSUFFICIENT_DATA

Previous

Remove
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Figure 33 — Add alarm description

aws} Services Resource Groups *
—
Cloudwatch Alarms Create alam

Add a description

Specify metric and
conditions

Name and description

Step 2

Configure actions
Define a unigue name

o1-al1-usel-rclwalm-all-999-BillingEstimatedCharge

Alarm description - optional

Organization 1 Account 01 N.Virginia Region CloudWatch Alarm All Environments All Billing Estimated Charge 6 hour
period exceeding $10 USD|

Cancel Previous m

Give a unique name per your naming convention. Click Next

Figure 34 — Creating alarm

awsy Services ~ Resource Groups ~ *
Greater (=)
than,
10

P Additional configuration

Step 2: Configure actions Edit
Actions
Notification
When in Alarm, send a notification to
"01-a01-usel-rsnstop-all-999-
BillingNatification”
Edit

Step 3: Add a description

Name and deseription

Name Description

01-a01-use1-rchwalm-all- Organization 1 Account 01 N.Virginia Region CloudWatch
999- Alarm All Environments All Billing Estimated Charge 6
BillingEstimatedCharge hour period exceeding $10 USD

cancer | previous
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Click Create alarm
Alarm created

Figure 35 — Alarm created

Services ~

Resource Groups ~

CloudWatch
Dashboards
| Alarms

Billing
Evenls

Rules

Event Buses
Logs

Insights
Matrics
Settings

©Aadd a dashboar

Alarms

Name

walm-all-999-8ilingEstimaledCharge
d

Hide Auto Scaling alarms

- State -

Select and open the newly created alarm and verify the details

Figure 36 — Alarm graph

Services +

Resource Groups v %

Send us feedback

1 o

Actions -

CloudWatch
Dashboards

| Alarms

« 01-a01-use1-rclwalm-all-999-BillingEstimatedCharge

Graph

01-a01-use1-rciwmet-all-999-BillingEstimatedCharges

Edit Delete Copy

View in metrics

=
"
Insights
Metrics
Settings 10
©Add a dashboard
9
1028 1030 1080 1030 1031 1041 1031 1031 W01 WO1 W01 W01 MO2 102 102 102 103 103 103 1104 1004 1104 1104 1105
®ota0s
Details
01-a01-use1-rchwalm-all-999-BilingEstimateaCharge

CloudWatch BA setup is thus completed. This BA will send billing alert emails to BA recipient
when billing estimated charge exceeds $10 in a 6-hour period.

Summary

In order to minimize your AWS cost and maximize your returns, you need to closely monitor
your billing. Using CloudWatch to keep watching AWS estimated charges regularly is one way to
save money. Billing monitoring helps raising your AWS usage efficiency by bringing your
attention to unnecessary usages so you can reduce them. Billing monitoring also helps you in
identifying incorrect charges and engaging AWS timely for them to investigate and remove
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those charges. Considering how vast and complex AWS services and their pricing models are,
incorrect billings from AWS do occur, and such occurrences are not uncommon, though
unintentional by AWS. What was introduced in this article offers you a way to do both in
keeping your AWS cost down.
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