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Introduction 
 
In AWS, DNS comes with VPC as a service. This service accepts DNS queries at its own IP. Its IP is always 
at VPC’s CIDR plus 2.  
 
For example, if a VPC’s CIDR is 10.0.0.0/16, the VPC’s DNS service IP is 10.0.0.2.  
 
DNS service resolves DNS lookup requests by checking record sets in its hosted zones. A hosted zone 
contains record sets that share a common domain. A record set is essentially a mapping between a 
domain name and its associated IP(s), plus a record set type that indicates what type of host it is or what 
the record set mapping does for the host.  
 
DNS service can have multiple hosted zones for multiple domains.  
 
In AWS, there are two types of zone, Public Hosted Zone, and Private Hosted Zone.  
 
Public Hosted Zone has record sets used to resolve Internet DNS lookups 
Private Hosted Zone has record sets used to resolve internal DNS lookups, either in one VPC, in multiple 
VPCs in one region, or multiple VPCs across regions within your AWS environment 
 
When resolving a lookup, AWS DNS service consults with both Public and Private Hosted Zones, thereby 
covering both public and private DNS lookups. This comprehensive DNS service in AWS is called AWS 
Route 53.  
 
In order to best suit your DNS needs in your AWS environment suing AWS Rout 53, certain planning is 
required to design and set up your public and private hosted zones appropriately and define record sets 
in those zones accordingly.   
 
Here below are a few guidelines to follow when setting up and configuring Route 53 for your 
environment 
 
For public domains, you set up and use Public Hosted Zones 
 

1. To create a Public Hosted Zone for a new domain, you register the domain with AWS. AWS 
automatically creates the Public Hosted Zone for that domain for you at the registration. 

2. To create a Public Hosted Zone for an existing domain that you registered with a registrar other 
than AWS in the past, you transfer that domain into AWS. AWS creates the Public Hosted Zone 
for that domain for you at the domain transfer.  

3. If you do not register a domain with AWS nor transfer a domain into AWS but create a Public 
Hosted Zone that matches your intended domain in name, that domain will not work.  

 
For VPC internal domains, you set up and use Private Hosted Zones 
 

1. You can create a Private Hosted Zone using AWS Route 53 console or AWS CLI. When creating a 
Private Hosted Zone, you name the zone with your internal domain name. Your internal domain 
name does not have to be in compliance with IANA Top Level Domains (TLD). Specifically, your 
internal domain does not need to end with “.com”, “.edu”, “.net”, or any other name found in 
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IANA TLD list. Rather, you may name your internal domain by naming the Private Hosted Zone 
with any a simple word to your liking, like “w2domain”, standing for US West-2 region’s domain. 

2. Within your AWS environment, Private Hosted Zone is global. By “global”, it means that you can 
set up one Private Hosted Zone and associate multiple VPCs in one region or multiple VPCs 
across multiple regions with the zone. DNS lookups from any associated VPC within your AWS 
environment are resolvable with corresponding DNS record sets defined in the zone. This 
feature enables you to either centralize your internal DNS with one or few Private Hosted Zones 
or segment and isolate your internal DNS with multiple Private Hosted Zones that serve small 
pockets separately with added DNS security 

3. From one VPC you can look up an EC2 instance running in another VPC using one Private Hosted 
Zone that both VPCs share. When you see the instance domain name is correctly resolved to its 
IP(s) in a remote VPC, it does not mean you can access that instance.  Instance access across 
VPCs is always subject to inter-VPC routing or VPC Peering regardless if the instance is resolvable 
by internal DNS lookup across VPCs 

 
In this article, we provided you with a Route 53 example. In the context of the example, we illustrate 
how Route 53 DNS works by running DNS lookups from multiple EC2 instances, and those instances are 
running in different subnets, VPCs, and have their own domain names in either internal domains, public 
domains, or in both. 
  
 
Route 53 Example  
 
In this example, there are six Route 53 hosted zones that serve 16 VPCs in four regions.  
Of the six hosted zones, two are Public Hosted Zones, four are Private Hosted Zones 
 
Public Hosted Zones 

1. Datacommlabs.com – registered with a registrar other than AWS, not transferred into AWS, it 
was created using Route 53 console 

2. Funcheersrv.com – registered with AWS, created by AWS at the time of registration  
 
Private Hosted Zones 

1. E1domain – created for N. Virginia (US East 1) region. Four VPCs in the region are associated 
with the zone 

2. E2domain – created for Ohio (US East 2) region. Four VPCs in the region are associated with the 
zone 

3. W1domain – created for N. California (US West 1) region. Four VPCs in the region are associated 
with the zone 

4. W2domain – created for Oregon (US West 2) region. Four VPCs in the region are associated with 
the zone 
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Figure 1 – Route 53 Dashboard 
 

 
 
Figure 2 - Six (6) Route 53 Hosted Zones 
 

 
 
Figure 3 – Public Hosted Zone created by customer 
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Figure 4 – Seven (7) record sets in the customer created Public Hosted Zone 
 

 
  
 
Figure 5 – Public Hosted Zone created by Route 53 at the domain registration with AWS 
 

 
 
 
Figure 6 – Five (5) record sets in the zone 
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Figure 7 – Private Hosted Zone for N. Virginia (US East-1) region, with four (4) associated VPCs 
 

 
 
Figure 8 – Private Hosted Zone for Ohio (US East-2) region, with four (4) associated VPCs 
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Figure 9 – Private Hosted Zone for N. California (US West-1) region, with four (4) associated VPCs 
 

 
 
 
 
Figure 10 – Private Hosted Zone for Oregon (US West-2) region, with four (4) associated VPCs 
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Figure 11 – Five (5) record sets in Private Hosted Zone for Oregon (US West-2) region 
 

 
 
 
Figure 12 – Three (3) EC2 instances used to demo Route 53 DNS 
 

 
 
 
 
Table 1 – Three (3) EC2 Instances used to demo Route 53 
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Table 2 - Predicted Route 53 Behavior 
 

1. Public Hosted Zone (Public Domain) datacommlabs.com does not work as it was not registered 
with AWS nor transferred into AWS 

2. Public Hosted Zone (Public Domain) funcheersrv.com works as it was created by AWS Route 53 
at AWS domain registration 

3. Private Hosted Zone (Internal Domain) w2domain works in VPC-W2-001 (V1) as well as in VPC-
W2-002 (V2) because both VPCs are associated with w2domain despite that 

a. V1 and V2 are in two different CIDRs 
b. V1 and V2 have different Route 53 DNS Service IPs 

 
Table 3 - Demonstrated Route 53 Behavior  
 

1. Public Hosted Zone (Public Domain) datacommlabs.com does not work as it was not transferred 
into AWS 

 
DNS lookups from Internet failed 
C:\Users\tshen\Downloads>nslookup datacommlabs.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
Non-authoritative answer: 
Name:    datacommlabs.com 
Address:  184.168.221.50 
 
 
C:\Users\tshen\Downloads>nslookup e1v001bs101.datacommlabs.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
*** cdns01.comcast.net can't find e1v001bs101.datacommlabs.com: Non-existent domain 
 
C:\Users\tshen\Downloads>nslookup e2v001bs101.datacommlabs.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
*** cdns01.comcast.net can't find e2v001bs101.datacommlabs.com: Non-existent domain 
 
C:\Users\tshen\Downloads>nslookup w1v001bs101.datacommlabs.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
*** cdns01.comcast.net can't find w1v001bs101.datacommlabs.com: Non-existent domain 
 
C:\Users\tshen\Downloads>nslookup w2v001bs101.datacommlabs.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
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*** cdns01.comcast.net can't find w2v001bs101.datacommlabs.com: Non-existent domain 
 
C:\Users\tshen\Downloads> 

 
2. Public Hosted Zone (Public Domain) funcheersrv.com works as it was created by AWS Route 53 

at AWS domain registration 
 

DNS lookups from Internet succeeded 
 

C:\Users\tshen\Downloads>nslookup w2vpc001bs101.funcheersrv.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
Non-authoritative answer: 
Name:    w2vpc001bs101.funcheersrv.com 
Address:  35.163.115.118 
 
 
C:\Users\tshen\Downloads>nslookup w2vpc002bs101.funcheersrv.com 
Server:  cdns01.comcast.net 
Address:  2001:558:feed::1 
 
Non-authoritative answer: 
Name:    w2vpc002bs101.funcheersrv.com 
Address:  34.220.178.52 
 
 
C:\Users\tshen\Downloads> 

 
 

3. Private Hosted Zone (Internal Domain) w2domain works in VPC-W2-001 (V1) as well as in VPC-
W2-002 (V2) because both VPCs are associated with w2domain despite that 

c. V1 and V2 are two different CIDRs 
d. V1 and V2 have different Route 53 DNS Service IPs 

 
DNS lookups from w2vpc001bs101 in VCP1, Subnet 1 (Public) 
 
In DNS lookup output below, lines in blue indicated success; yellow, failure 
 
Public domain DNS lookups 
[ec2-user@w2vpc001bs101 ~]$ nslookup datacommlabs.com  
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   datacommlabs.com 
Address: 184.168.221.33 
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[ec2-user@w2vpc001bs101 ~]$ nslookup e1v001bs101.datacommlabs.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
** server can't find e1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup e2v001bs101.datacommlabs.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
** server can't find e2v001bs101.datacommlabs.com: NXDOMAIN 
 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w1v001bs101.datacommlabs.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
** server can't find w1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2v001bs101.datacommlabs.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
** server can't find w2v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc001bs101 ~]$ 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup funcheersrv.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   funcheersrv.com 
Address: 52.218.240.155 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc001bs101.funcheersrv.com 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc001bs101.funcheersrv.com 
Address: 35.163.115.118 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc001bs101 
Server:         10.0.0.2 
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Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc001bs101.funcheersrv.com 
Address: 35.163.115.118 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc001bs101.w2domain 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc001bs101.w2domain 
Address: 10.0.0.94 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc002bs101.w2domain 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002bs101.w2domain 
Address: 10.1.1.97 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc002bs101 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002bs101.funcheersrv.com 
Address: 34.220.178.52 
 
[ec2-user@w2vpc001bs101 ~]$ nslookup w2vpc002db101 
Server:         10.0.0.2 
Address:        10.0.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002db101.w2domain 
Address: 10.1.2.11 
 
DNS resolver configuration on w2vpc001bs101 
[ec2-user@w2vpc001bs101 ~]$ cat /etc/resolv.conf 
# Generated by NetworkManager 
search funcheersrv.com w2domain us-west-2.compute.internal 
nameserver 10.0.0.2 
[ec2-user@w2vpc001bs101 ~]$ 
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DNS lookups from w2vpc002bs101 in VCP2, Subnet 1 (Public) 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   datacommlabs.com 
Address: 184.168.221.60 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup e1v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find e1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup e2v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find e2v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup w1v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find w1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup w2v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find w2v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   funcheersrv.com 
Address: 52.218.144.23 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup w2vpc001bs101.funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
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Name:   w2vpc001bs101.funcheersrv.com 
Address: 35.163.115.118 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup w2vpc002bs101.funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002bs101.funcheersrv.com 
Address: 34.220.178.52 
 
[ec2-user@w2vpc002bs101 ~]$ nslookup w2vpc002db101 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002db101.w2domain 
Address: 10.1.2.11 
 
[ec2-user@w2vpc002bs101 ~]$ cat /etc/resolv.conf 
; generated by /usr/sbin/dhclient-script 
search funcheersrv.com w2domain us-west-2.compute.internal 
nameserver 10.1.0.2 
[ec2-user@w2vpc002bs101 ~]$ 

 
DNS lookups from w2vpc002db101 in VCP2, Subnet 2 (Private) 

 
[ec2-user@w2vpc002db101 ~]$ nslookup datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   datacommlabs.com 
Address: 184.168.221.60 
 
[ec2-user@w2vpc002db101 ~]$ nslookup e1v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find e1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002db101 ~]$ nslookup e2v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find e2v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002db101 ~]$ nslookup w1v001bs101.datacommlabs.com 
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Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find w1v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002db101 ~]$ nslookup w2v001bs101.datacommlabs.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
** server can't find w2v001bs101.datacommlabs.com: NXDOMAIN 
 
[ec2-user@w2vpc002db101 ~]$ nslookup funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   funcheersrv.com 
Address: 54.231.176.163 
 
[ec2-user@w2vpc002db101 ~]$ nslookup w2vpc001bs101.funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc001bs101.funcheersrv.com 
Address: 35.163.115.118 
 
[ec2-user@w2vpc002db101 ~]$ nslookup w2vpc002bs101.funcheersrv.com 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002bs101.funcheersrv.com 
Address: 34.220.178.52 
 
[ec2-user@w2vpc002db101 ~]$ nslookup w2vpc002db101 
Server:         10.1.0.2 
Address:        10.1.0.2#53 
 
Non-authoritative answer: 
Name:   w2vpc002db101.w2domain 
Address: 10.1.2.11 
 
[ec2-user@w2vpc002db101 ~]$ cat /etc/resolv.conf 
# Generated by NetworkManager 
search funcheersrv.com w2domain us-west-2.compute.internal 
nameserver 10.1.0.2 
[ec2-user@w2vpc002db101 ~]$ 
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Conclusion 
 

1. Demonstrated Route 53 behavior in Table 2 confirmed Predicated Route 53 behavior in Table 1 
2. Route 53 provides DNS service for entire customer AWS environment universally 
3. Route 53 covers both public and internal domain lookups 
4. Route 53 allows internal DNS segmentation and isolation, using multiple Private Hosted Zones 

so as to achieve added DNS security 
5. Universal Route 53 DNS coverage within a customer’s AWS environment does not mean 

universal routing. Routing across VPCs requires VPC Peering, and VPC Peering does not support 
transitive VPC connectivity. Hence networking between or among VPCs is not easy, plus with 
significant monetary and performance costs to pay and substantial added management 
overhead. Best practice, therefore, is to avoid as much as possible running workloads across 
VPCs, and across AWS VPCs and on premise data centers. The practice, obviously, requires using 
large and fewer VPCs instead of smaller and more VPCs so as not to have to interconnect VPCs 
often. VPC was intended to be a cloud, a self-sufficient, self-contained data center. Always treat 
VPC as a software-defined data center, and not merely a subnet or a VLAN, or one’s AWS 
implementation will go against VPC original design intent and likely lead to undesired issues 
down the road.  

 
 
 


