FOR INSURANCE INDUSTRY

Azure Cloud Security Design



Azure Cloud Security Design for Insurance — Characteristics

- Multiple industry verticals
- High value client business assets in form of complex insurance policies

- Subject to numerous regulations in compliance and privacy protection, varied from industry
to industry

- Owner cloud assets are embedded with trade secrets, proprietary know-what and know-how,
of which on one-hand, being constantly developed and accessible by authorized employees,
and on the other, susceptible to data loss

- High availability real time operation is important but not as critical as it is for some other
industries such as manufacturing, utilities, and retail businesses

- Growth demand for computing power and data storage is high

Tony Shen, Data Communications Labs



Azure Cloud Security Design for Insurance — Priorities

- Access Control with adequate security without compromising efficiency
- Data Protection

. Data Loss Prevention

Tony Shen, Data Communications Labs



Azure Cloud Security Design for Insurance — Design Principles

- Design for self-healing and a high degree of error and failure tolerance
- Make all things redundant — avoid single-point of failure

- Minimize coordination — provide all required services and scalability with right subscriptions but not over-
providing

- Partition around limits to minimize the cost

- Design for operation by maximizing use of all Azure native monitoring and logging tools

- Use managed services by leveraging more with PaaS/SaaS and less with IaaS when and where applicable
- Choose right and not best storage options for applications

- Design for evolution with CI/CD pipelines

- Design must be justified by business needs. Business needs must be in line with enterprise business goals

- Design should take geo-distribution of business verticals into account

Tony Shen, Data Communications Labs



Azure Cloud Security Design for Insurance — Design Principles

- The afore-mentioned design principles matter in security

- Following those design principles helps reduce risk exposure and enhance security

Tony Shen, Data Communications Labs



Azure Cloud Security Design for Insurance — Design Features

- Hybrid — Certain assets that must reside and operate on-prem
- Dedicated connectivity — ExpressRoutes

- Microservices and containerization

- Data Loss Prevention — Azure Virtual Desktop for internal use

- CASB and the like for customer-facing applications and external use

Tony Shen, Data Communications Labs



Design Components

- Enterprise Agreement Enrollment

- Azure Active Directory (AAD) and On-premises Active Directory (AD) integration
- Management Groups and Landing Zones

- Multi-region ExpressRoutes coverage for insurance verticals

. Azure Defender for Cloud

Tony Shen, Data Communications Labs



Design Component — Enterprise Agreement Enrollment

= =, =,

+ Agribusiness * Banks  Schools  Identity
» Manufacturing * Apartments » Churches + Connectivity
* Energy * Hotels » Non-Profits » Management
» Pharmaceutical + Entertainment » Government » Landing Zones
& Sports entities
Customer use Internal use

EA is hierarchical, it includes accounts; accounts have subscriptions. EA serves two main purposes: Cost management and Azure support

Tony Shen, Data Communications Labs



Design Component — Azure Active Directory (AAD)

= = = =

-

+ Agribusiness * Banks  Schools  Identity * Domain Services
» Manufacturing + Apartments » Churches + Connectivity » Domain Controllers
* Energy * Hotels » Non-Profits * Management » AD Forest
» Pharmaceutical + Entertainment » Government » Landing Zones

& Sports entities

Customer use Internal use Internal use

An account may have one or more AAD tenants. Each tenant has an instance of AAD. AAD can be synchronized with on-premises AD by
AAD Connect for Single Sign-On (SSO). In Customer Use space, AAD B2C is used to better handle external identities. Each AAD
instance is linked with subscription(s) that provide adequate entitlements to serve the tenant. AAD is part of Microsoft Entra

Tony Shen, Data Communications Labs



Design Component — Landing Zones (ALZ)

. ALZ standardizes all tenants
. ALZ automates tenant foundation build

- ALZis implemented with multiple Infrastructure as Code (IaC) tools
Bicep
Terraform
Blueprints
Azure CLI
Azure PowerShell

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals

Tony Shen, Data Communications Labs
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Design Component — Landing Zones (A

N ALZ Standardlzes all | ) rProduct + Solutions ~ OpenSource ~  Pricing signin [ signup |

[ Azure / ALZ-Bicep ' Public 0\ Notifications % Fork 189
° ALZ automates tena <> Code (O lssues 14 17 Pull reque: ® Actions [ Proj 0 wiki @ Security |~ Insights

¥ main ~  ALZ-Bicep /infra-as Go to file

- ALZ is implemented

e DaFitRobsta and jtracey93 ch g E O History
Bi
p [ ] tomRoleDefinitions ore: bicepcon n linter update (#

B hubNetworking : bicepconfig.json linter update (#

Terraform

legging

manageme oups

Blueprints
Azure CLI
Azure PowerShell

er update (#3
e: bicepconfig inter update (#3
: bicepconfig
: bicepconfig.json linter
working ore: bicepconfigj
subscriptionPlacement
unstable/or
9 days ago
ngVwan ore: bicep inter update (; ) 9 days ago

vwanConnectivi : bicep j ) 9 days ago

]
]
]
]
]
]
]
]
]
]
]
]
0O

add readme to modules folder (#124) 8 months ago

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals
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Design Component — Landing Zones (ALZ)

N ALZ Standardlzes all | ) rProduct + Solutions ~ OpenSource ~  Pricing signin [ signup |

B Azire /Al 7-Riran | Public I\ Natifications
=N
] ithub.col

% Fork 189

- ALZ automates tena

O Product Solutions Open Source Pricing Sign in | Sign up |

C ALZ 1S 1mplemente B Azure /terraform-azurerm-caf-enterprise-scale Public L Notifications % Fork 235
Bicep <> Code (O lssues 3 i Pull requests 4 ® Actions [ Projects M wiki @ Security |~ Insights

¥ main ~  terraform-azurerm-caf-enterprise-scale / modules / Go to file

Terraform

github-actions[bot] and actions-user Update Library Templates (automated) (#461) ... d: 16 d 'G) History

Blueprints
Azure CLI
Azure PowerShell

management Update a ation account region mapping (¥460)

Update Library Templates (automated) (#461)

Patch code review

role_assignments policy Patch code review (#. 4 months ago

o 0 tHub, Inc. Terms Status Docs Contact GitHub ing £ Training Blog

|9 READMEmd add readme to modules folder (#124) 8 months ago

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals
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Design Component — Landing Zones (ALZ)

N ALZ Standardlzes all | ) rProduct + Solutions ~ OpenSource ~  Pricing signin [ signup |

B Aziire / Al 7-Riran  Public
G @ \ill https://github.com/Azure/terraform-azurerm-caf-enterp i ‘main/modules

I\ Natifications % Fork 189

- ALZ automates tena

0 @ @ ng tony.shen@datacommla...

= Microsoft Azure P Search resources, services, and docs (G+/) & &

- ALZ is implemented} . |
3 Blueprints | Getting started

Bicep

Terraform P Geting startec DR Welcome to Azure Blueprints PREVIEW
4 Slueprnt defntons . - Blueprints enable quick craztion of gove 5 C sign environments that comply

B Z uep r'ln tS W ssigned blueprints - : with organizational standards an:
Azure CLI

AZU T'e POLU@T“Sh@H Apply to a scope Track assignments

| P Search

Apply your blueprint to ane or more subscriptions ck where hlueprints have been applied and share them
groups an ¢ 0 our organization

tor lueprints.

Apply

~r
8 months ago

|9 READMEmd add readme to modules folder (#124)

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals
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Design Component — Landing Zones (ALZ)

hub.com,

. ALZ standardizes all S

i

- ALZ automates tena _

= & Azure-Samples / azure-cli-samples ' Public £ Notifications || % Fork 2050 SO

O Product Solutions Open Source Pricing Sign in ‘ Sign up

tony.shen@datacommia...
pa

. ALZ iS implemente <> Code (O Issues 2 11 Pull reque ® Actions 1~ Insights

¥ master ~ ¥ 6bra

BZ.Cep C Azure CLI scripts samples used

madsd fix missing p 476) 5 g @ 1,118 commits for documentation at

.github VY 4 months ago
Readme

Terraform

) s
ap ng priority ( MIT licen:
application-gate Update create ( ‘ 55 Code of conduct ply

285 stars

Blueprints
Azure CLI
Azure PowerShell

e-front-door/

29 watching
e-functions Fix a typo |

285 forks

nalr add space
test
Releases
block nths ago
No releases publis
ths ago
nths ago Packages
Lab Servi Dev Test Lab

update

event-gri e-topi ibe d e scripts 5 months ago Contributors 79

load-balancer ) g hy, tags 5 months ago A
neieLoe
managed-applica reate-applica.. in tags nths ago e. ’ @
¢ I

mariadb use 'tz en single tag

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals
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Design Component — Landing Zones (ALZ)

° ALZ Standardizes all | Q Product Solutions Open Source Pricing Sign in E

Public Q Notifications

- ALZ automates tena

<> Code (&) lssues 1% Pull reque ® Actions [ Projects urity |~ Insights shen@datacommla...
Da

o ALZ iS imp]emente . ¥ master - P 4 branches > 0tags Go to file About

Azure Powershell code samples, often

microsoft-github-policy-service[bot] Micro mandaton ) e 5 on Au 9 642 commits used in docs.microsoft.com/Azure

Blcep ) developer d ation

L1

.github Updated PR template to include PS7
[d Readme

api-management .
P MIT license

Terraform

Code of conduct

3 -
application-gate 398 stars

Blueprints
Azure CLI
Azure PowerShell

application-management

application-proxy

Releases

azure-migrate
No r publ

azure-portal
backu ckup-encrypted-vm back s1 (# £ars ago Packages
container-registry < 7 months ago M

< published

fele! i ind values ( ) meonths ago

data-factory [« / 2 3 years ago Contributors 100

| | Tt 2900 ee
avent-grid a m s to use the Az module. .
6248

firewall Azy crosoft zure-docs:

ALZ builds infrastructure foundation in each tenant in accordance with cloud architectural design goals
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Design Component — Defender for Cloud

All servic

0 Microsoft Defender for Cloud | Overview

Showing subscription 'DCL Paarla
| / < S iptions F_f' What's new

eneral
’ "6 =11 0--

Q oOverview . " : i
Azure subscriptions Assessed resources Active recommendations Security alerts

-

Security posture 9 Regulatory compliance

0 Azure Security Benchmark I
/0
& Community o . 27 of 43 passed controls

rdue recommendations
5]
Z? Diagnose and solve problems

Secure score Lowest compliance regulatory standards
Cloud Security by passed controls

Security ! D Azure
Regulatory compliance

0 Workload protections

BT Firewall Manage Y GCP -~

Management

Il Environment g X ur security posture > M ur compliance »

g Workload protections . Firewall Manager

o Defender for cloud portal - Overview
Tony Shen, Data Communications Labs P



Design Component — Defender for Cloud

All services » Microsoft Defender for Cloud

v= Microsoft Defender for Cloud | Recommendations
v Showing subscription 'DCL Pearland 2020"

|P Search (Ctrl+/) | < O Refrash i Download CSV report + Open guery E] Governance report (preview) ,'!? Guides & Feadback

General

) Secure score recommendations  All recommendations
Overview

Getting started @ Azure O AWS O GCP

_ Secure score (@ Active items Resource health Governance (preview)
= Recommendations

Controls Recommendations i 7
Security alerts o 44% Overdue recommendations 0/0 @

3/?' 11/2? 1 Unhealthy (3) Healthy () Not applicable (2) Unassigned recommendations | 1,-"11 o
Inventory

Workbooks

Show my items only (preview): @ @ Off
Community

A Search recommendations Recommendation status == None Severity == None Resource type == None < o add filter ~ More (2) =
¥ WP e

Z2 Diagnose and solve problems

Cloud Security Name T Max score L. Current score T Potential score increase T Status T. Unhealthy resources Insights

¥ Security posture Enable MFA 10 0.00 + 56% Unassigned 1 of 1 resources

© Regulatory compliance Encrypt data in transit 4 400 BONN Completed 0 of 1 resources

Workload protections .
0 P Manage access and permissions 4 400 BOAD Completed 0 of 2 resources

% Firewall Manager ) )
Enable enhanced security features Not scored Not scored Unassigned 1 of 1 resources

Management Implement security best practices Not scored Not scored Unassigned 2 of 2 resources

11 - -
il Environment settings Restrict unauthorized network access Mot scored Mot scored Unassigned 0 of 1 resources

B2 Security solutions

VOWVOWV VWV WV V@

Remediate security configurations Not scored Not scored Completed 0 of 1 resources

{6 workflow automation

. _ Defender for cloud portal — Recommendations (CSV report download is available)
Tony Shen, Data Communications Labs




Design Component — Defender for Cloud

All services » Microsoft Defender for Cloud

0 Microsoft Defender for Cloud | Security alerts

Showing subscription 'DCL Pearland 2020

|P Search (Ctrl+/) | < O Refresh S Change status v % Cpen query & suppression rules @ Security alerts map 0, Sample alerts E] Alerts workbool i Download CSV report P\j Guides & Feedback

0o “0

Active alerts Affected resources

General

Q Overview

Getting started

= Recommendations |P ISearch by 1D, IP, title, or affected resourc Subscription == All Status == Active < Severity == Low, Medium, High < +Y Add filter

Security alerts

MNo grouping
Inventory

‘ Workbooks Severity L Alert title Ty Affected resource T Resource Group TJ Activity start time (UTC-5) T MITRE ATT&CK® tactics Status Ty
& Community
¥ Diagnose and solve problems
Cloud Security
¥ Security posture
© Regulatory compliance
U workload protections
B Firewall Manager No alerts found
Management
Il Environment settings
Security solutions

45 Workflow automation

< Previous | Page | v | of 0 | Next >

Defender for cloud portal — Alerts (CSV report download is available)
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Design Component — Defender for Cloud

All services » Microsoft Defender for Cloud

4« Microsoft Defender for Cloud | Inventory
Showing subscription 'DCL Pearland 2020

|P Search (Ctrl+,) | < O Refresh -+ Add non-Azure servers Q{? Open query ) Assi ags i Download CSV report gic app @ Learn more P\'j Guides & Feedback

General

| Filter by name Subscriptions == All Resource Groups == All X Resource types == All X Defender for Cloud == All X Monitoring agent == All X Environment == All X

Overview
Recommendations == All Installed applications == All +7 Add filter
Getting started
= Recommendations Total resources Unhealthy resources Unmonitored resources Unregistered subscriptions

Security alerts - 6 ‘A. 4 ‘Q 0 (%] 0

Inventory
Workbooks D Resource name Ty Resource type Ty Subscription Ty Monitoring agent Ty Defender for Cloud T, Recommendations Ty
Community [] # bcL pearland 2020 Subscription DCL Pearland 2020 Partial

& Diagnose and solve problems [ ] B ubun2001 Virtual machines DCL Pearland 2020 @ Installed on

Cloud Security D = cs710032000a63e30e3 Storage accounts DCL Pearland 2020 Off

©  security posture D @ |oganalyticsworkspace01ussc Log Analytics workspaces DCL Pearland 2020

(-] Requlatary compliance D 4> dev-southcentralus-vnet Virtual networks DCL Pearland 2020

U workload protections D <> default Subnets DCL Pearland 2020

BT Firewall Manager
Management
Environment settings

 Security solutions

Workflow automation

Previous

Tony Shen, Data Communications Labs Defender for cloud portal — Inventory (CSV report download is available)




) File Edit Selection View Go Run Terminal Help terraform.tvars - csp azure - Visual Studic Code Do o —

v terraform.tfvars X

scripts » terraform > tf-create-rg > "¥* maintf > ... scripts > temraform > t-create-rg > "3 variables.tf > 4g variable "resource_groups” scripts > terraform » tf-create-rg > “¥* terraform.tfvars > 53 global tags
# Configure the Azure provider 1  variable "resource_groups” { I'“ - 1 global_tags = {
terratorm { i 2 type = map(any) Provisioner = "Terraform”
required_providers { description = "(Reguired) A list of Azure Resour 1

@ EXPLORER - W maintf X “* varigbles.if X ¥ variables.tf

~ OPEN EDITORS

/O GROUP 1

*¥* main.tf scripts\terraform\tf-cre...

GROUP 2
¥ variables.tf scripts\terraformitf...

& GROUP 3
“3* variablesf scripts\terraformit...

X "3 terraform.tfvars scripts\terrafo...

~ CSP AZURE

» Azure Identity
E:l? > Azure security

> laptop bofa
L+ > laptop enbridge

> Screenshots
E ~ scripts.

> azch

~ terraform \ tf-create-rg
> .temaform
£ terraform.lock.hel

"= terraform.plan

{} terraform.tfstate
£ temraform.tfstate.backup
E *v* terraform.tvars
“» variables.tf
& > Terraform
» Training and certifications
& ~$bridge Lab Sprint Task 01 2020...
@ ~$ure - DevOps v02.docx
& ~$ure - Terraform v01.docx

L
& o maing
B
&

@ ~$ure - Visual Studio and C Sharp...

@ ~$ure Cloud v02.docx
& ~S$ure Cloud v03.docx
& ~$ure Notes 2.docx
& ~$ure Training and Certifications....
@ ~WRL2061.tmp
M AWS Azurs irac vicy

> OUTLINE

> TIMELINE

& » TERRAFORM PROVIDERS
TERRAFORM MODULE CALLS

azurerm = { }
source = “hashicorp/azurerm™

OUTPUT  TERMINAL DEBUG CONSOLE AZURE JUPYTER

variable "global tags" {

2
3
4
5

High High

‘tshen@HOUSTON: /mnt/f/Users/tshen/Documents/user files/dcl/cloud/csp azure/scripts/azcli$ az security assessment list --output table

DisplayName

resource_groups = {
us-southcentral-azcli-test-rgel = {

ResourceGroup

Vulnerabilities in security configuration on your Linux machines should be remediated (powered by Guest Configuration)

Secure transfer to storage accounts should be enabled

Access to storage accounts with firewall and virtual network configurations should be restricted

Storage accounts should be migrated to new Azure Resource Manager resources
Storage account public access should be disallowed

Storage accounts should restrict network access using virtual network rules
Microsoft Defender for App Service should be enabled

Microsoft Defender for Azure SQL Database servers should be emabled
Microsoft Defender for Key Vault should be enabled

Microsoft Defender for SQL servers on machines should be enabled

Microsoft Defender for Storage should be enabled

Microsoft Defender for Containers should be enabled

Microsoft Defender for servers should be enabled

Auto provisioning of the Log Analytics agent should be enabled on subscriptions
Email notification to subscription owner for high severity alerts should be enabled
Subscriptions should have a contact email address for security issues

Email notification for high severity alerts should be enabled

Storage account should use a private link connection

Microsoft Defender for DNS should be enabled

Microsoft Defender for Resource Manager should be enabled

Microsoft Defender for open-source relational databases should be enabled

A maximum of 3 owners should be designated for subscriptions

MFA should be enabled on accounts with owner permissions on subscriptions
External accounts with read permissions should be removed from subscriptions
MFA should be enabled on accounts with write permissions on subscriptions
MFA should be enabled on accounts with read permissions on subscriptions
Deprecated accounts should be removed from subscriptions

External accounts with write permissions should be removed from subscriptions
External accounts with owner permissions should be removed from subscriptions
Deprecated accounts with owner permissions should be removed from subscriptions
There should be more than one owner assigned to subscriptions

System updates should be installed on your machines

Log Analytics agent should be installed on virtual machines

Subnets should be associated with a network security group

Install endpoint protection selution on virtual machines

Endpoint protection health issues on machines should be resolved

1f655fh7-63ca-4988-91a3-56dbc2b715c6
1c5deBel-T68d-6a17-eBd2-ec259c42768c
45d313c3-3fca-5048-035f-d61928366d31
47bb383c-8e25-95@-c2aa-437add1d87d3
51fd8bb1-8db4-bbf1-7e2b-cfcba7ebb6ab
ad4f3ff1-308eb-5042-16ed-27198f648bad
8876ef51-fee7-449d-bale-f2662c7243c6
58d72d9d-8318-4792-9a3b-6dd111893cdb
blaf52e4-e968-4e2b-b6de-6736c9651f0a
6ac66a74-761f-4a59-928a-d373eealfo2s
1be22853-8ed1-48685-9987 -ddade4ch1417
e509%adfe-30e3-47c6-a173-8bdb6dod3255
56a6e81f-7413-4f72-9a1b-aaeeaad7c872
afB849852-4299-08692-accd-bffcbe9eddnc
9f097e78d-88ee-ad48d-abe2-5ef12954e7ea
77758c9d-8a56-5f54-6f17-69a762ca6004
3869Fbd7-5d98-84e4-37bd-d9a7fAce9a24
cdc78c87-82b8-4af8-1ch2-ch7c672a8bBa
aael@e53-8403-3576-5d97-3bvefo7332b2
fofb2a7e-16d5-849F-be57-86db712e9bda
b6a28458-dd5d-4bad-8886- 245e20e 16632
6F00a6d6-d4d6-0794-8ecl-98fa77878c2e
94290b08-4d8c-d7b4-7cea-064a95542681
aBcbadad-d51e-88fe-2979-d3ee3c86418b
57e98606-6ble-6193-0e3d-fe621387c16b
151e82c5-5341-a74b-1eb@-bc38d2c84bbs
88c6d48b-e098-6act-daf3-471e747a27cd
84e7147b-0deb-9796-2e5c-0336343ceb3d
c3b6ae71-f1fe-31b4-e6cl-d5951285de3d
e528b64aa-6853-2252-alle-dffc675689c2
2c78bdat-f838-b6le-92bo-63dfalefl6ed
4ab6e3c5-74dd-8b35-9abo-f61b38875b27
d1db3318-81ff-16de-29eb-28b344515626
eadeSb56-eefd-4441-95c8-23f29e5d93ch
83f577bd-alb6-b7e1-8891-12cal9d1etdt
3bcd234d-c9c7-c2a2-89e8-cB1f419c1a8a

dev-southcentralus

cloud-shell-storage-southcentralus
cloud-shell-storage-southcentralus
cloud-shell-storage-southcentralus
cloud-shell-storage-southcentralus
cloud-shell-storage-southcentralus

cloud-shell-storage-southcentralus

dev-southcentralus
DEV-SOUTHCENTRALUS
dev-southcentralus
DEV-SOUTHCENTRALUS
DEV-SOUTHCENTRALUS
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File Edit Selection View Go Run

EXPLORER

~ OPEN EDITORS
GROUP 1
¥ main.tf scripts\terraformif-cre...
GROUP 2
¥ variablesif scripts\terraformiif...
GROUP 3
“y* variablestf scripts\terraformit...
X "¢ terraform.tfvars scripts\terrafo...
~ CSP AZURE GEBELA
» Azure |dentity
» Azure security
> laptop bofa
> laptop enbridge
> Screenshots

~ scripts
> azcli
~ terraform\ tf-create-rg
> .temaform
£ .temaform.lock.hcl
"+ maintf
== terraform.plan
{} terraform.tfstate
£ terraform.tfstate.backup
“s* terraform.tfvars
"3 variables.tf
> Terraform
> Training and certifications
@ ~$bridge Lab Sprint Task 01 2020...
@ ~Sure - DevOps v02.docx
@ ~$ure - Terraform vO1.docx
@ ~$ure - Visual Studio and C Sharp...
& ~Sure Cloud v02.docx
@ ~Sure Cloud v03.docx
@ ~Sure Notes 2.docx
@F ~S$ure Training and Certifications....
@ ~WRL2061.tmp
M AWS Avure Serviessvley

Terminal Help
e main.tf b4

scripts > terraform > tf-create-rg > ¥ maintf > ...
1  # Configure the Azure provider

2 terraform {

3 required_providers {

4 azurerm = {

5 source "hashicorp/azurerm”

6 version "~> 3.0.27

7 }

8

9

}

18 required version = "»= 1.1.8"
1}

12

13 provider "azurerm"

14 features {}

15}

16

17 *

18  resource "aZurerm resource group

PROBLEMS OUTPUT TERMINAL DEBUG CONSOLE

re” {

AZURE

terraform.tfvars - csp azure - Visual Studic Code

- varigbles.ff X

scripts > terraform > tf-create-rg > "3 variablestf > 4 variable "resource_groups”

1 variable "resource_groups” {
type = map(any)
description = "(Required) A list of Azure Resour
H
variable "global tags" {
type = map(any)
description = "(Optional) A map of tags to be ap
default ={}

oQmloe -

e terraform.tfears X

scripts > terraform > tf-create-rg > 8 terraform.tfvars > 53 global_tags
global tags = {
Provisioner = "Terraform”
}
resource_groups = {
us-southcentral-azcli-test-rgel = {
location = "sputhcentralus”,
tags =
Owner = "cybergavin”,
CostCenter = "(C8888",
Description = "AZCLI Infrastructure"} }

¥ variables.f

us-southcentral-terraform-test-rgél = {
location = "southcentralus”,
tags ={
Ouner = "cybergavin”,
CostCenter = "(C9998",
Description = "Terraform Infrastructure™} }

w4+~ @

tshen@HOUSTON: /mnt/f/Users/tshen/Documents/user files/dcl/cloud/csp azure/scripts/azcli$ az sentinel incident list --resource-group sentinel-workspace-southcentralus --workspace-name sentinel-southcentralus
Command group ‘sentinel incident® is experimental and under development. Reference and support levels: htips://aka.ms/CLI_refstatus

[1

tshenfHOUSTON: /mnt/ f/Users/tshen/Documents/user files/dcl/cloud/csp azurefscripts/azcli$ az security alert list -—-output table

tshen@HOUSTON: /mnt/f/Users/tshen/Documents/user files/dcl/cloud/csp azure/scripts/azcli$ az version

{
"azure-cli™: "2.33.8",
"azure-cli-core™: "2.33.8",
"azure-cli-telemetry”: "1.8.6",
"extensions™: {
“account™: "8.2.3",
"sentinel™; "@.1.2"
}

}
tshen@HOUSTON: /mnt/f/Users/tshen/Documents/user files/dcl/cloud/csp

azure/scripts/azcli$ I

o X
D

e
=

W o~ X




Design Component — Defender for Cloud

Azure Policy

Defender for Cloud Splunk Add-on for

asos Microsoft Cloud

Services
H \pp Registration

(Application) Splunk Connector
AAD App

B

Inventory  Alerts = Recommendations

az security alert list
az security assessment list

Get-AzSecurityAlert
Get-AzSecurityAssessment

PowerShe

Tony Shen, Data Communications Labs Defender for Cloud - How to get DFC reports and data



Design Component — Defender for Cloud

Azure Cloud

Tony Shen, Data Communications Labs

Compute

Storage —
m

Network
Databases
Containers
Serverless

IAM

Defender for Cloud provides a single pane of glass for security management and more
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Design Component — Defender for Cloud

A

Azure Cloud

Europe

Asia

South
America

Tony Shen, Data Communications Labs

______________

Compute

Network
Databases
Containers

Serverless

______________

Defender for Cloud provides a single pane of glass for security management and more

Storage —

* Power Bl
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Design Component — Defender for Cloud

Defender for Cloud is offered in two modes:

DFC in free mode — ¢ Without enhanced security features (Free) - Defender for Cloud is enabled for free on all your Azure subscriptions
when you visit the workload protection dashboard in the Azure portal for the first time, or if enabled
programmatically via API. Using this free mode provides the secure score and its related features: security policy,

continuous security assessment, and actionable security recommendations to help you protect your Azure resources.

Defender for Cloud with all enhanced security features - Enabling enhanced security extends the capabilities of the

free mode to workloads running in private and other public clouds, providing unified security management and

threat protection across your hybrid cloud workloads. Some of the major benefits include:

Tony Shen, Data Communications Labs 25



Design Component — Defender for Cloud

Microsoft Defender for Endpoint - Microsoft Defender for Servers includes|Microsoft Defender for Endpoint&
for comprehensive endpoint detection and response (EDR). Learn more about the benefits of using Microsoft
Defender for Endpoint together with Defender for Cloud in Use Defender for Cloud's integrated EDR solution.
Vulnerability assessment for virtual machines, container registries, and SQL resources - Easily enable
vulnerability assessment solutions to discover, manage, and resolve vulnerabilities. View, investigate, and
remediate the findings directly from within Defender for Cloud.

_ Multicloud security - Connect your accounts from Amazon Web Services (AWS) and Google Cloud Platform (GCP)
DFC in non-free mode or

enhanced mode with all
enhanced security
features available

ce
to protect resources and workloads on those platforms with a range of Microsoft Defender for Cloud security

features.

Hybrid security — Get a unified view of security across all of your on-premises and cloud workloads. Apply
security policies and continuously assess the security of your hybrid cloud workloads to ensure compliance with
security standards. Collect, search, and analyze security data from multiple sources, including firewalls and other
partner solutions.

Threat protection alerts - Advanced behavioral analytics and the Microsoft Intelligent Security Graph provide an
edge over evolving cyber-attacks. Built-in behavioral analytics and machine learning can identify attacks and
zero-day exploits. Monitor networks, machines, data stores (SQL servers hosted inside and outside Azure, Azure

SQL databases, Azure SQL Managed Instance, and Azure Storage) and cloud services for incoming attacks and

post-breach activity. Streamline investigation with interactive tools and contextual threat intelligence.
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Design Component — Defender for Cloud

Enable enhanced
security features

Tony Shen, Data Communications Labs

Enable enhanced security features on your subscriptions and
workspaces:

* To enable enhanced security features on one subscription:
. From Defender for Cloud's main menu, select Environment settings.
2. Select the subscription or workspace that you want to protect.
3. Select Enable all to upgrade.

4, Select Save.

= Settings | Defender plans

Defencder for Clowe plans will be enabiled on 15 resources in this subscription

200000000
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Design Component — Defender for Cloud

Enable enhanced
security features

Tony Shen, Data Communications Labs

1. From Defender for Cloud's menu, select Getting started.

The Upgrade tab lists subscriptions and workspaces eligible for onboarding.

& Microsoft Defender for Cloud | Getting started

Generat

Enable Microsoft Defender for Cloud’s enhanced security features on your subscriptions.
Get started with a 30-day free trial

need I

Cloud worldoad protection
Clowd security posture m:’h:: protection for Advanced threat protection for

management PaatS

)

Total: 0 resources

[T —— B o

@D 0200 Servicr immtnees
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Design Component — Defender for Cloud

2. From the Select subscriptions and workspaces to protect with Microsoft Defender for Cloud list, select the
subscriptions and workspaces to upgrade and select Upgrade to enable all Microsoft Defender for Cloud

security features.

o If you select subscriptions and workspaces that aren't eligible for trial, the next step will upgrade them and
Enable enhanced charges will begin.
security features

o If you select a workspace that's eligible for a free trial, the next step will begin a trial.

Enable Defender for Clowd on 4 subscriptions Total: 715 resources

Hame 71  Total resources Microzoft Defender pl... = n 214 carvers

O - Partial (320 trisl days |
On - Partial (Trial sxpired) @ 19 App Service instareess
In - Partial [fral expired]

E: 17 Acare 50U Datsbases

0On - Partial (Trial expired)

m 0500 servers on machines

1D\l
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DFC covers non-Azure servers by agents

Arc-Enabled Servers

Azure Arc

Tony Shen, Data Communications Labs

i
|

Azure Arc
Enabled Servers
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l Hybrid server (on-premises or multi-cloud) BB Microsoft Azure Azure Admin

Azure Arc Connected Machine Agent Azure portal
HTTPS/443 Azure CLI
Configuration passed to the Agent: ’}{Zé"srf EEIK
+ Subscription and resource group
+ Azure Region to store metadata
« Network options (direct, proxy, or private link) Authentication &
+ Credential to onboard (device login, Azure AD token, or SPN) Authorization
Azure Resource Manager (ARM)

Hybrid Instance Metadata Service (HIMDS) HTTPS/443 Hybrid Compute
Handles managed identity and metadata sync (heartbeats) Resource Provider

Guest Configuration HTTPS/443 i
Provides In-Guest Policy and Guest Configuration functionality, such G;eis;ﬁt;gi;?;‘r;;gn .
as assessing whether the machine complies with reguired policies

Extension Manager
Manages VM extensions, including install, uninstall, and upgrade

MMA/AMA - Log Analytics ‘
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Design Component — Defender for Cloud

Example of a non-Azure
server on-prem with agent
running connected to
Azure

Tony Shen, Data Communications Labs

Verify the connection with Azure Arc

After you install the agent and configure it to connect to Azure Arc-enabled servers, go to the Azure portal to verify that

the server has successfully connected. View your machine in the Azure portal 2.

w A A
Home > Azure Arc

@ Azure Arc | Servers

- Microsoft

+ Add 53 Manage view v~ () Refresh | L ExporttoCSV G Open query 3 Assign tag: 7 Feedback

Filter by name.. Subscription == all Resource group == all X Location == all X +"F Add filter

Showing 1 to 1 of 1 records.

[] Name * Status T Resource group T Location T

DFC covers non-Azure servers by agents
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Design Component — Defender for Cloud

() Microsoft Defender for Cloud | Overview

? Subacnptions

o Regulatory compliance
vty et .

Example of AWS inventory

0 Workload protections

Hlll'lllhll!'_'uul._

Infarmation protection  Meview

DFC covers non-Azure servers by agents

Tony Shen, Data Communications Labs
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Design Component — Defender for Cloud

Example of GCP inventory

Tony Shen, Data Communications Labs

@ Microsoft Defender for Cloud | Overview

@5 16062

Azure subscriptions AWS accounts GCP projects d resources Active recommendations

Secure score

Current secure scone

Firewall Manager

m3

e Regulatory compliance

O 7409

Security alerts

0 Workload protections

compliance regulatory standards Alerts by severity

4 Inventory

Unmenitored

2135

Not applicable (434)

DFC covers non-Azure servers by agents

||||Ill|l|||||”|||||.

protection | Preview

4.6h
Me..

19K
Low
891
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Design Component — Defender for Cloud

Microsoft Defender for Endpoint

© &% ¢ L o 5

Core Defender Attack surface  MNext-generation Endpoint Automated Microsoft
Vulnerability reduction protection detection and investigation and Threat Experts
Management response remediation

Centralized configuration and administration, APls

Microsoft 365 Defender

MDE is device/server centric

Tony Shen, Data Communications Labs 36



Design Component — Defender for Cloud

Microsoft Defender for Endpoint

@ ¥ ¢ 1 o

ender Attack surface  Next- n Endpoint Automated
reduction protection detection and investigationand  Threat Experts

Con
e remediation

Centralized configuration and n, APls

What's included

Defender for Endpoint Plan 1 Mext-generation protection (includes antimalware and antivirus)

Attack surface reduction

Manual response actions
Centralized management
Security reports

APls

Support for Windows 10, 105, Android O5, and macO5 de

MDE has two plans. Plan 1 covers devices
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Design Component — Defender for Cloud

Microsoft Defender for Endpoint

®© & ¢ A o 5%

Core Defender Attack surface  Next-generation Endpoint Automated Microsoft

Vulnerability reduction protection detection and investigation and Threat Experts

response remediation
Centralized configuration and administration, APls

Microsoft 365 Defender

afender for Endp All of the Defender for Endpoint Plan 1 capabilities, plus:
* Device discovery
* Device inventory
* (Core Defender Vulnerability Management capabilities
Threat Analytics
Automated investigation and response
Advanced hunting
Endpoint detection and response
Microsoft Threat Experts

support for Windows (client and server) and non-Windows platforms (macOS5,

105, Android, and Linux)

Plan 2 covers devices and servers
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Design Component — Defender for Cloud

Azure / Security / Microsoft Defender for Cloud / @ B &

Overview of Microsoft Defender for Servers

Article = 06/27/2022 = 8 minutes to read = 5 contributors iy

Microsoft Defender for Servers is one of the enhanced security features of Microsoft Defender for Cloud. Use it to

add threat detection and advanced defenses to your Windows and Linux machines whether they're running in

Azure, AWS, GCP, and on-premises environment.

To protect machines in hybrid and multicloud envirenments, Defender for Cloud uses Azure Arc. Connect your

hybrid and multicloud machines as explained in the relevant quickstart:

e Connect your non-Azure machines to Microsoft Defender for Cloud

e Connect your AWS accounts to Microsoft Defender for Cloud

Defender for Servers supports security for servers in a hybrid and multi-cloud environment.
Defender for Servers and MDE Plan 2 overlap in protecting servers

Tony Shen, Data Communications Labs
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Tony Shen, Data Communications Labs
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Putting it all together

Hybrid including both Azure and on-prem
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+ Approval workflow o
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« Access reviews
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Privileged Identity
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= App/DevOps

» Subscription manager

= Other custom roles

o& Management group and subscription organization

Identity
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) [ '] Resource groupls)
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I
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|

I
Platform
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————
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Deployment
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+ Role provisioning

= Policy deployment

= Platform deployment

Compliant
VM templates

« Tagging
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Putting it all togeth

ybrid including both Azure and on-prem
EA enrollment
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Tony Shen, Data Communications Labs
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Putting it all together

/brid including both Azure and on-prem
EA enrollment (A)
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Platform MG for Shared Services (Identity,
Connectivity, Management)
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ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)
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Putting it all together

/brid including both Azure and on-prem
EA enrollment (A)
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Landing Zones MG for Tenant deployment
Identity (AAD based IAM)

Connectivity (Networking, including
ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)

Multi-environment support for tenants including
Prod, Dev, QA, Stage (not shown). In Prod,
Blue/Green deployment model can be implemented
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|

Identity
* subscription

) [ '] Resource groupls)
i i O Azure Key Vault

DC1 D2
Recovery...

Cost

management

L ROB

Role Policy Network
entitement assignment  ‘Watcher

Azure
¥! Monitor

9

Security
Center

|

Identity and access management

+ Approval workflow o
= Notifications

- MFA
« Access reviews

+ Audit reports

= App/DevOps
» Subscription

o& Management group and subscription organization

Management groups |

Privileged Identity
Management

= Other customn roles

nterprise enroliment

J
Enrollment
|
Department
I

Account Subscription

‘ Azure Active

<

On-premises

Active

;}iredory

= Service principal(s)
= Security groupis)
« Users

manager

Tenant roat group
|

| v

I
Contoso
|

¢ T

I
Platform

Identity Management Connectivity SAP

Corp

Landing zones

| I 1 ——t+——

I
Decommissioned

Online

I I
Identity Management

Connectivity
subscription subscription

subscription

Subscriptions

Management
“ subscription

[B Dashboards (Azure portal)

1 = Ch trackil
Automation { i e—

account(s) +» Inventory management

« Update management

Log analytics
workspace

| = Dashboards
-E' Queries
= Alerting

O -

Role Policy Network
entitlement  assignment  Watcher

o

Subset

L@

'On-premises systems

Connectivity

subscription

[

Azure H
C O

DDoS
Standard

@ Azure DNS t

Hub VNet

Region1 , . = VNetpeering

» Azure Firewall
= ExpressRoute

= VPN
L R 2 ©
Security

Role Policy Network
entitlement assignment  Watcher Center

Landing zone
Al

Landing zene
A2

Balancer

Decommissioned
subscriptions

Sandbox
subscription 1

Sandbox
subscription 2

l

Landing zone

* subscription

Virtual

L netwark

DNS UDR(s)

Resource groups) 4
Load Azure
Key Vault
File Share
Recovery...
&

Dashboards

(Azure portal) wvault(s)

L R OB

Role Policy Network
entitlement assignment  Watcher

VM SKU(s)

» Access credentials

| + In-guest polices/DSC
» Backup policy
= Extensions

« Tagging

9

Security
Center

Compliant
VM templates

NSG/ASG(s)

EE Application
EE Application

nm -
Bia Application

" Directory

Platform
DevOps team

8
o ‘|g DevOps

Git Repository
Wiki

+ Role definitions

» PolicySet definitions
= Policy definitions

« Role assignments.

« Policy assignments
« Resource templates

Sandbox
subscription

[ [ 1] S
=ll Applications
BeE Applicati
[ pplications

& R

Role Policy
entittement  assignment

Recovery Services Shared
services

Deployment
pipeline(s)

» Subscription provisioning|
+ Role provisioning

= Policy deployment

= Platform deployment

Network
Watcher




Putting it all together

/brid including both Azure and on-prem
EA enrollment (A)
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Landing Zones MG for Tenant deployment
Identity (AAD based IAM)

Connectivity (Networking, including
ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)

Multi-environment support for tenants including
Prod, Dev, QA, Stage (not shown). In Prod,
Blue/Green deployment model can be implemented

Microservices and containerization (not shown)
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Putting it all together

/brid including both Azure and on-prem
EA enrollment (A)
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Landing Zones MG for Tenant deployment
Identity (AAD based IAM)

Connectivity (Networking, including
ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)

Multi-environment support for tenants including
Prod, Dev, QA, Stage (not shown). In Prod,
Blue/Green deployment model can be implemented

Microservices and containerization (not shown)

Data Loss Prevention — Azure Virtual Desktop for
internal use (not shown)
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Putting it all together

Hybrid including both Azure and on-prem
EA enrollment (A)
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Landing Zones MG for Tenant deployment
Identity (AAD based IAM)

Connectivity (Networking, including
ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)

Multi-environment support for tenants including
Prod, Dev, QA, Stage (not shown). In Prod,
Blue/Green deployment model can be implemented

Microservices and containerization (not shown)

Data Loss Prevention — Azure Virtual Desktop for
internal use (not shown)

AAD B2C, CASB and the like for customer-facing
applications and external use (not shown)
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Putting it all together

Hybrid including both Azure and on-prem
EA enrollment (A)
Management Groups

Platform MG for Shared Services (Identity,
Connectivity, Management)

Landing Zones MG for Tenant deployment
Identity (AAD based IAM)

Connectivity (Networking, including
ExpressRoutes, DNS, UDRs, VPN, FWs)

Management (Security, Governance, Operations)

Multi-environment support for tenants including
Prod, Dev, QA, Stage (not shown). In Prod,
Blue/Green deployment model can be implemented

Microservices and containerization (not shown)

Data Loss Prevention — Azure Virtual Desktop for
internal use (not shown)

AAD B2C, CASB and the like for customer-facing
applications and external use (not shown)

DevOps with Pipelines from Non-Prod to Prod (I)

Tony Shen, Data Communications Labs
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Summary

Building Security as Code

Building Security with
standardization

Building Security with
automation

Enhance Security by leveraging
native tools such as DFC

Keep Security with constant
monitoring and quick response

Tony Shen, Data Communications Labs
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